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INSTRUCTIONS:
e Answer question ONE and any other TWO questions.
e Question ONE carries 30 marks while all others are 20 marks each.

QUESTION 1
a) A multinational company is setting up operations in a high-risk area. Apply the principles of
security risk management to develop a risk assessment framework for the company.
(10 marks)
b) Analyze how the perception of security risk influences decision-making in corporate security
strategies. (10 marks)
c) Evaluate the effectiveness of traditional security risk management approaches in addressing

emerging threats such as cybercrime and terrorism. (10 marks)

QUESTION 2

a) A government agency is developing a national security policy. Demonstrate how the Four
Pillars of Security Risk Management can be integrated into this policy. (10 marks)

b) Analyze the Quadruple Constraints in security risk management and how they impact risk
mitigation strategies in organizations. (20 marks)

QUESTION 3

a) You have been hired as a security consultant to assess the changing security environment in an
urban setting. Develop a risk mitigation strategy based on current trends. (10 marks)

b) Examine the impact of globalization on the changing concepts of security risk in

organizations. (10 marks)
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QUESTION 4

a) An organization is planning to enhance its security framework. Apply the principles of
regulation and policy to develop a compliance and risk management strategy. (10 marks)

b) Evaluate the challenges organizations face in implementing security risk management policies

in a globalized economy. (10 marks)

QUESTION 5

a) A company is experiencing resource constraints in its security operations. Develop a resource
allocation plan for an effective security risk management program. (10 marks)

b) Assess the role of Capability Maturity Models in enhancing security risk management

practices. (10 marks)
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