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ABSTRACT

There has been widespread use of Closed-circuit Television (CCTV) surveillance
cameras in both public and private settings to increase security. The bitrate for an FHD
(Full High Definition) camera operating at thirty frames per second (30 fps) with
moderate compression is eight megabits per second (Mbps). Based on the assumption
of this bitrate and a twenty-four-hour recording period, the approximate daily data
output of a single FHD camera would then amount to approximately eighty-six
Gigabytes (86 GB). Monitoring and analyzing all of this material footage is challenging
due to the large volume of the video data. Consequently, machine learning models have
been utilized to automate analysis of surveillance footages in order to detect any forms
of violence. While these models have demonstrated promising outcomes, they continue
to face challenges in terms of processing speed and accuracy, particularly in the
extraction of spatiotemporal features. This study developed a model based on the
Convolutional Long-Short-Term Memory and Support Vector Machines (Conv-
LSTM-SVMs) approach for detecting violence in CCTV surveillance footage.
Convolutional Neural Networks (CNNSs) are a type of deep neural networks that are
made to handle organised grid data, like images. Long Short-Term Memory (LSTM)
networks belong to the family of Recurrent Neural Networks (RNNs) and are designed
for processing sequential data. Support Vector Machines (SVMs) are a type of
supervised machine learning method used for tasks like regression and classification.
The integration of CNNs, LSTM networks, and SVMs leverages the unique advantages
of each design, resulting in a comprehensive approach. The model was developed,
trained and tested using the Keras library running on TensorFlow, using an
experimental research design. The impact of various hyper-parameters on the
performance of the hybridized model was investigated, and the results used to optimize
the model for better performance. The UCF-Crime dataset was used for model training,
validation, and testing, while the RWF-2000 dataset was used for external validation.
The training data was augmented to ensure the model was well trained on the wide
range of violent and non-violent activities it may experience in real-world settings. The
model’s performance was evaluated, and a comparative table used to compare the speed
and recognition accuracy of the hybrid model against that of similar existing state of
the art models. With an accuracy of 97.8%, the Conv-LSTM-SVM model demonstrated
its potency in identifying violent action in surveillance footage, against 75%, 80% and
97% of the LSTM, CNN, and Convolutional Long-Short-Term Memory (Conv-LSTM)
models respectively. Even though the Two-Stream Fusion CNN model demonstrated a
marginally greater accuracy of 97.8%, the hybrid model demonstrated relatively higher
computational efficiency with a low inference time of 36 milliseconds, and a training
time of nine hours. Experimentation revealed that optimal regularization can be
achieved by using a dropout rate of 0.5, learning rate of 0.001 and a batch size of 32.
The Adam optimizer demonstrated the most rapid convergence, achieving experimental
convergence in a span of 145 minutes. When tested on an unseen heterogeneous RWF-
2000 dataset, the model verified cross-domain viability with 91.3% detection accuracy
without retraining. The excellent performance and efficacy in accurately identifying
violent behaviour make the hybrid model a feasible tool for enhancing public safety
and security in a range of surveillance scenarios.
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CHAPTER ONE

INTRODUCTION
1.1 Background of the Study
Machine vision is a specialized domain within the field of Artificial Intelligence (Al)
that focuses on facilitating machines to analyze and understand visual data obtained
from the surrounding environment. Additionally, it enables machines to make informed
judgments based on the insights derived from this visual information (Sonka et al.,
2008). This involves the utilization of digital cameras and computer algorithms to
extract information from images. Machine vision encompasses a diverse range of
applications, such as object recognition, face detection, object tracking, image
segmentation, and various others (Sun & Cao, 2022). Machine vision is a rapidly
expanding field with the potential to revolutionize how machines interact with the
world, creating new avenues for innovation and enhancing many aspects of our daily
lives, including security (Javaid et al., 2022). CCTV surveillance is one of the security

applications of machine vision.

The use of Closed-circuit Televisions (CCTVs) for video surveillance has experienced
a surge in popularity in recent times (Ehsan et al., 2023). This method has been
increasingly adopted to monitor public safety in diverse settings such as educational
institutions, public areas, and business premises. The utilization of surveillance footage
can serve as a means to document occurrences, facilitating the identification of those
involved in acts of violence, hence establishing its significance as a valuable instrument
for violence detection (Saif & Rasyid, 2020). The prevalence of violence within
contemporary society poses a significant concern, as it engenders detrimental
consequences for individuals. The escalating utilization of CCTV surveillance in
various public settings has resulted in a heightened need for robust approaches to
identify instances of violence (Sreenu & Durai, 2019). Violence detection is a subtask
of action recognition that entails recognizing the presence or absence of violence as a

binary problem.

The use of computer vision in CCTVs allows the automatic detection and analysis of
objects and events in real-time, resulting in a more efficient and effective security

solution (Bassem et al., 2019). Computer vision algorithms have been used to identify
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individuals based on their facial characteristics, making them a valuable security and
identification tool. Also, computer vision algorithms have been used to analyze video
streams to extract meaningful data such as crowd density, movement patterns, and
behaviour analysis (Chunhui et al., 2014). In recent years, computer vision techniques
have demonstrated promising results in detecting and analyzing human activities in
CCTV footage (Wang & Zhu, 2023).

One area of research in this field is the use of computer vision algorithms and machine
learning (ML) models to automate the detection of violence in video surveillance
footage (Accattoli et al., 2020). In recent years, deep learning has emerged as an
effective method for detecting violence. Video data can be used to autonomously teach
Deep Learning models features that can be used to accurately classify violent events.
However, there are several challenges associated with this task, such as recognizing
violent behaviour in various scenarios, differentiating between violent and non-violent

actions, and taking privacy and ethical concerns into consideration (Ullah et al., 2019).

In this study, a hybridized approach involving Convolutional Long Short-Term
Memory (Conv-LSTM), and Support Vector Machines (SVM) to detect violence in
surveillance footage was developed. The proposed method sought to enhance the
precision and effectiveness of violence detection in surveillance footage. This method
combined the strengths of Convolutional Neural Networks (CNNs) to extract visual
features from images, the capacity of Long-Short-Term Memory (LSTMSs) to capture
temporal dependencies in sequential data, and the classification robustness of SVMs
(Hricik et al., 2020). This allowed for the detection of both spatial and temporal
characteristics of violent behaviour, resulting in a more comprehensive and accurate

representation of the violence in the footage.

Conv-LSTMs can capture intricate patterns and dependencies in sequential data and
process both spatial and temporal data in videos. Xie et al. (2018) found that Conv-
LSTM is effective at capturing spatial-temporal information from video data, which is
necessary for recognizing violent behaviour in surveillance videos. SVMs are an
algorithm for machine learning that can be used for classification tasks. They function

by locating a hyperplane that separates data points into separate classes. When there is

2



a clear distinction between classes in the data, such as between violent and non-violent

videos, SVMs are particularly useful (Huang et al., 2014).

This study, therefore, makes scholarly contribution towards the advancement of an
automated violence detection model that is computationally efficient. This was
achieved by examining the effectiveness of a hybridized model that combined Conv-
LSTM and SVM techniques.

1.2 Statement of the Problem

The rapid increase of surveillance devices in our contemporary society has resulted in
the accumulation of voluminous quantities of video data, necessitating the development
of sophisticated automated techniques to effectively analyze and monitor this
information. On the presumption of an eight Megabits per second (Mbps) bitrate and a
twenty-four hours recording period, the daily data output of an individual Full High

Definition (FHD) camera would be in the range of eighty-six Gigabytes.

A particularly challenging task entails the identification of occurrences of violence
within surveillance footage material. The challenge derives from the complex nature of
human interactions, varied environmental circumstances, and the dynamic qualities of
situations. Current approaches frequently face challenges in simultaneously capturing
spatial and temporal features, which is essential for obtaining accurate violence

detection.

Despite the promising results generated by various automated approaches, performance
remains constrained by limited accuracy, lack of robustness to environmental factors,
and slow processing and inferencing speeds. Therefore, there is a pressing need for a
robust and advanced system that integrates spatial and temporal features. In order to
close this gap, this work suggested a hybridized model that successfully integrated
various approaches, improving the precision and effectiveness of violence detection in

surveillance footage.



1.3 Objectives of the Study

1.3.1 General Objective

To develop and evaluate a hybridized model for violence detection in surveillance
footage by combining Convolutional Long Short-Term Memory (Conv-LSTM) and
Support Vector Machines (SVMs).

1.3.2 Specific Objectives

I.  To develop an efficient hybrid model for violence detection in surveillance
footage using Convolutional Long Short-Term Memory and Support Vector
Machines.

ii. To enhance the performance of the hybrid model by fine-tuning critical
hyperparameters and rigorously assessing their effects on key performance
metrics.

iili.  To evaluate the performance of the tuned hybridized model and compare it with

stand-alone deep learning models and existing state of the art models.

1.4 Research Questions
i. How can Conv-LSTM and SVM be combined to come up with an efficient

hybrid approach for violence detection in surveillance footage?

ii.  How does fine-tuning critical hyperparameters affect the overall performance
of a hybrid model across different key performance metrics?

iii.  How does the performance of the tuned hybridized model compare with stand-
alone deep learning models and other state of the art models in detecting violent
activities in CCTV footage?

1.5 Justification of the Study

As a result of the widespread installation of Closed-circuit Television (CCTV) systems
in public areas, the overall crime rate has decreased significantly. Instead of preventing
criminal activity in real-time, however, these CCTVs are typically used to provide
evidence after a crime has occurred (Grant & Williams, 2011). Manually monitoring a
large volume of video data from surveillance cameras requires time and effort;
therefore, automating detection violence from video footage in real time is crucial (Park
& Kim, 2015).



There is therefore a growing demand for advanced and dependable systems to detect
violence in CCTV footage, as public safety is becoming an increasingly pressing
concern (Jaleel et al., 2022). The use of hybrid Convolutional Long-Short-Term
Memory (Conv-LSTM) and Support Vector Machines (SVMs) offers a promising
solution to this problem, as it combines the strengths of Convolutional Neural Networks
(CNNSs), Long-Short-Term Memory (LSTM), and Support Vector Machines to enhance

speed, accuracy, and robustness in detecting violent activities in CCTV footage.

The development of such a system will benefit the society by enabling the early
detection of violent incidents, thereby reducing escalations and negative outcomes such

as physical injury, property destruction, and social unrest.

1.6 Scope of the Study

This study focused on developing a Convolutional Long-Short-Term Memory (Conv-
LSTM) and Support Vector Machines (SVMs) model for detecting violence in
surveillance footage. The study investigated the performance of the hybrid model for
detecting violence in Closed-circuit Television (CCTV) footage in the real world. The
UCF-Crime dataset was utilized for model training, validation, and testing. A second
dataset, the RWF-2000 was used to test for external validity of the model. The study
evaluated the performance of the hybrid model using metrics such as accuracy,
precision, recall, and Fl-score to determine the model’s accuracy and robustness in
detecting violence. The study also compared the model’s performance to that of other
state-of-the-art models. The study also investigated the performance of the model when

various hyper-parameters were tuned.

1.7 Assumptions of the Study
i.  The surveillance footages are of ideal quality, lighting, and resolution to enable
accurate violence detection.
ii.  When standardizing video lengths, it is assumed that the sampled frames are a

true representation of what is happening in the entire video.



1.8 Operational Definition of Terms

Artificial
Intelligence
Classification

Computer Vision
Convolutional
Long Short-Term
Memory (Conv-
LSTM)
Convolutional
Neural Network

(CNN)

Deep learning

External Validity

Feature

Footage

Framework

The simulation of human intelligence in machines that are
programmed to think and act like humans.

A task that entails categorizing a given set of data points into
predefined classes or labels.

A field of Artificial Intelligence (Al) that enables computers
and systems to derive meaningful information from digital
images, videos, and other visual inputs.

A variant of LSTM that integrates convolutional layers,
allowing the system to extract both spatial and temporal

features from the video feed.

A deep learning algorithm that can take in an input image,
assign importance (learnable weights and biases) to various
aspects/objects in the image, and be able to differentiate one
from the other.

A subfield of machine learning that employs brain-inspired
algorithms. Deep learning algorithms are employed for a
variety of tasks including image classification, speech
recognition, natural language processing, and reinforcement
learning.

The degree to which the performance of the violence detection
model on training footage extends to new, unseen
environments.

Any measurable property of a given phenomenon that is being
observed.

The digital video captured in raw form, by surveillance
cameras, which serves as the primary input for the violence
detection system.

A software tool or library, like TensorFlow or PyTorch,

utilized for building and training models.



Generalization

Hyper-

parameters

Long Short-Term

Memory (LSTM)

Machine Learning

Model

Optimization

Recurrent Neural
Network (RNN)

Spatial Features

Support  Vector
Machines

Surveillance
Temporal
Features

Violence

Violence

Detection

The model’s ability to correctly detect violent behavior in
surveillance footage from settings or scenarios not included in
the training phase

Adjustable settings in the learning process, such as the learning
rate or the number of layers, which influence the model’s
performance.

This is a form of Recurrent Neural Network architecture
designed for analyzing sequential data, such as surveillance
video, with the ability to capture long-term dependencies
within the video.

Artificial Intelligence subfield concerned with giving
computers the ability to learn even without being explicitly
programmed.

A machine learning-based computational system that is trained
to identify patterns in surveillance footage

The refinement of model parameters aimed at minimizing
errors in predicting violent incidents within the training data.
A Neural Network architecture designed to manage sequential
data, including time series data, natural language processing,
speech recognition, and video analysis.

Visual characteristics of individual frames, such as shapes,
positions, or textures.

A supervised Machine Learning algorithmic that separates data
points using a hyperplane with the largest amount of margin.

Continuous observation and recording of a premise through
use of a camera system.

Changes or patterns in the footage over time, such as
movement or event sequences.

The use of physical force with the goal of causing harm,
destruction, or death.

The automated process of identifying and flagging instances of

aggressive or violent behavior in video footage.

7



CHAPTER TWO
LITERATURE REVIEW
2.1 Computer Vision Approaches for Violence Detection in Surveillance Footage
Footage captured by surveillance cameras is an invaluable tool for detecting and
preventing violence. On the other hand, manual detection of violence in vast quantities
of surveillance footage is time-consuming and prone to human error (Gopalakrishna,
2016). In order to tackle this matter, scholars have progressively resorted to employing
machine learning methodologies for the purpose of automated violence identification.
The field of action recognition has witnessed a surge in interest about the application

of computer vision techniques in security cameras for the purpose of action detection.

Consequently, a lot of computer vision frameworks and approaches have been devised
for such systems (Saif & Rasyid, 2020). The application of surveillance footage for the
purpose of violence detection is a crucial and rapidly growing field within the realm of
computer vision and machine learning research. The development of effective and
precise techniques for the identification and mitigation of violence in surveillance
videos is of utmost importance due to the proliferation of surveillance cameras in public
spaces and the heightened imperative to bolster public security. The identification of
violence within video footage poses a significant challenge because of the intricate
nature of sequential patterns present within the data. (Igbal et al., 2021).

Algorithms based on Atrtificial Intelligence (Al) can process and analyze vast quantities
of video data from surveillance cameras to detect unusual or suspicious behaviour. This
can aid in the real-time detection of potential threats and activate alerts requiring human
intervention. Face recognition algorithms can be trained to identify features in video
footage and compare them to a database of known people. This can aid in the
identification of suspects or persons of interest in criminal investigations. Al algorithms
can be used to analyze the behaviour of individuals within a given surveillance area to
detect anomalies or suspicious activities (Howard et al., 2013). This can assist in the
identification of potential security hazards and enhance public safety. Table 1 shows

the common approaches that are employed in violence detection.



Table 1: Various Approaches Used in Violence Detection

Approach Description Strengths Weaknesses
Traditional This entails use of manually This approach Overarching
Framework  designed  characteristics requires less patterns may
and conventional computational power not be
algorithms in machine when compared to adequately
learning. Several attributes deep learning-based captured by
such as motion, texture, methods. handcrafted
colour, and spatial aspects.
relationships are derived
from the frames of the
video. (Kassem et al.,
2023). Methods such as
optical flow, Histograms of
Oriented Gradients (HOG),
and Local Binary Patterns
(LBP) can be employed to
extract relevant data from
the video frames.
Deep Use neural networks to Deep learning Training deep
learning- construct representations of models have the learning
based data directly from the input, capability to attain models
framework frequently employing cutting-edge requires
Convolutional Neural outcomes, voluminous
Networks  (CNNs) to particularly  when quantities of
process image and video confronted with vast annotated
data (Sandler et al., 2018). quantities of data. data,  which
CNNs are capable of can be time-
learning  patterns  and consuming
features autonomously and costly to
from raw pixel data, which acquire.
eliminates the need for
manual feature
engineering.
Hybrid deep Modules such as feature Leverages the Integrating
learning extraction and advantages of both two  distinct
framework classification are methodologies methodologies
autonomous  within  the can be
hybrid framework, with a intricate  and
minimum of one module may
employing deep learning necessitate
techniques. further
exertion to
achieve
optimal
results.




Violence detection models based on machine learning are still in the early stages of
development and face significant obstacles, such as the need for large quantities of
annotated data, the possibility of biases and false positive alerts, and the requirement
for robust privacy and security measures to protect sensitive data (Mumtaz et al., 2022).

The utilization of Artificial Intelligence in the realm of surveillance gives rise to notable
ethical and privacy apprehensions, encompassing the potential for personal data
exploitation, the presence of racial and gender biases inside algorithms, and the
imperative for transparency and accountability in their implementation. In addition,
detecting violence is a difficult endeavor, and these algorithms may not be able to detect
all instances of violence, particularly if they are concealed or disguised (Kaur & Singh,
2022).

In recent years, numerous studies on violence detection have been conducted, and each
study has its own set of advantages and disadvantages (Jaiswal & Mohod, 2021).
Numerous studies have used Convolutional Neural Networks (CNNs) to detect violence
in videos. These studies employ CNNSs to extract features from video frames, which are
then used to train a classifier to differentiate between violent and nonviolent video
segments. The utilization of CNNSs in the context of violence detection necessitates the
process of training the network on an extensive dataset comprising both violent and
non-violent video snippets. Subsequently, the trained model is employed to make
predictions regarding the presence or absence of violence in a novel video clip. Based
on the findings of these investigations, it has been observed that CNNs exhibit a higher
level of accuracy in identifying instances of violence when compared to traditional

computer vision and machine learning methods. (Duraes et al., 2021).

In violence detection studies, Recurrent Neural Network (RNN) based approaches,
particularly Long Short-Term Memory (LSTM) networks, have also been utilized.
These studies employ LSTMs to capture the temporal dynamics of violence in videos
and accomplish high performance in detection (Karim et al., 2021). RNN-based
methodologies employ a series of video frames as input and assess each frame
independently, while preserving relevant information from preceding frames via its

hidden state. This functionality allows the network to effectively capture the temporal
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correlations among the frames, which is crucial for accurately identifying instances of
violence that may unfold over a prolonged duration inside the video. In violence
detection investigations, LSTMs have been used to analyze video frame sequences and
predict the presence of violence in the video (Choudhary & Solanki, 2022). In these
studies, video frames are frequently processed by a CNN to extract features before
being input into an LSTM network for further processing. Typically, the output of the
LSTM is a binary prediction demonstrating whether or not the video contains violent

content.

Some studies have created a hybrid model for detecting violence by combining CNNs
and RNNSs. This method utilizes both CNNs and RNNs, with CNNs extracting features
from video frames and RNNs capturing the temporal dynamics of violence. In these
hybrid models, the video frames are initially processed by a CNN to extract features,
which are then input into an RNN network for further processing (Rachna et al., 2023).
The output of the RNN is then utilized to make the conclusive prediction regarding the
presence or absence of violence in the video. It has been demonstrated that the use of
CNNs and RNNs in hybrid models is effective for detecting violence because the model
can extract both spatial and temporal information from video (Meng et al., 2017). This
contributes to addressing some of the obstacles associated with violence detection, such
as coping with varying camera angles, lighting conditions, and video quality, and
ensuring that the models do not perpetuate bias. However, similar to CNNs and RNNs
on their own, hybrid models encounter several obstacles, including the need to improve
their robustness and interpretability. Conv-LSTM is a variant of LSTM that has been
proposed for capturing spatiotemporal information in video data. Shi et al. (2017)
utilized Conv-LSTM to detect violent behaviour in surveillance footage with an
accuracy of 91.4%. Incorporating a feature fusion method, Xie et al. (2018) enhanced

the Conv-LSTM model’s ability to detect violent actions in complex scenarios.

Support Vector Machine (SVM) is a well-known machine learning algorithm that has
been applied to a variety of video analysis tasks, including the detection of violence.
With an accuracy of 88.1%, Mahajan et al. (2015) proposed an SVM-based method for
classifying video frames as violent or nonviolent. Ramalingam et al. (2019) proposed
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a multi-class SVM approach with an F1 score of 0.87 for differentiating between

different levels of violence severity in surveillance videos.

Multiple studies have proposed multi-stream networks that can detect violence in
videos by integrating audio, text, and visual data from multiple streams (Vashistha et
al., 2020). Using multiple streams of information can enhance the accuracy of violence
detection, according to these studies. By combining multiple streams of information,
multi-stream networks can better capture the complexity of violence in videos and
enhance the accuracy of violence detection (Halder & Chatterjee, 2020). Each
information stream in these multi-stream networks is processed independently by a
specialized network, and the resulting predictions are then combined. One stream could
analyze the audio information in a video, another the visual information, and a third the
text information, such as captions or subtitles. Using techniques such as late fusion,
early fusion, and feature-level fusion, the results from each of the streams are combined
to make the final prediction regarding the presence of violence in the video. The fusion
technique employed is determined by the task’s particular requirements and the data’s
nature. Multi-stream networks are effective at detecting violence because they enable
the model to consider multiple information sources and make a more informed decision
regarding the prevalence of violence in the video. As with other methods for detecting
violence, there are still many obstacles to overcome, such as enhancing the robustness
of the models to various types of violence and the interpretability of the results
(Madhavan et al., 2021).

Transfer learning, a technique of machine learning, has also been used in some studies
to utilize pre-trained models for violence detection. Transfer learning is the process of
fine-tuning a pre-trained model on a new task to leverage pre-training knowledge and
enhance performance on the new task (Kassem et al., 2023). Because pre-trained
models can provide a suitable starting point for the task and fine-tuning can help to
adapt the model to the specific requirements of violence detection, this technique has
been used in some studies to detect violence. Transfer learning is another method that

has demonstrated promise for detecting violence.
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Pre-trained deep learning models for violence recognition tasks, such as VGG-16,
ResNet-50, and Inception-V3, have performed admirably. Huang et al. (2018)
improved the VGG-16 model’s ability to detect violent events in surveillance footage
by achieving an F1 score of 0.01. Chen et al. (2019) enhanced the accuracy of the

Inception-VV3 model for detecting violence in congested situations to 91.5%.

Transfer learning can be advantageous for violence detection because pre-trained
models have already learned general features from large annotated datasets that are
useful for a variety of tasks including image classification, object detection, and
segmentation. These general characteristics can serve as a useful starting point for
detecting violence and help reduce the amount of data and computational resources
needed to train the model from scratch. In addition, fine-tuning permits the model to
adapt to the particular demands of violence detection, such as camera angle variability,
illumination conditions, and video quality. This can enhance the performance of the
model and make it more resistant to various forms of violence. As with other methods
for detecting violence, there are still many obstacles to overcome, such as enhancing
the robustness of the models to various types of violence and the interpretability of the
results (Zhang et al., 2014).

In recent studies, the combination of Conv-LSTM and SVM for detecting violence in
surveillance video has also been investigated. Conv-LSTM was utilized to extract
spatiotemporal features from video sequences, and SVM was employed to classify the
extracted features as violent or non-violent. The proposed framework achieved an
accuracy of 95.9%, demonstrating the viability of combining Conv-LSTM and SVM

for violence detection (Accattoli et al., 2020).

In addition to the studies outlined above, researchers have investigated additional
machine learning algorithms and techniques, such as deep neural networks, random
forest, and ensemble learning, for detecting violence. With an accuracy of 94.8%, Wang
et al. (2018) proposed a deep neural network-based method for detecting violent
behaviours in surveillance footage. Liu et al. (2021) proposed an ensemble learning
technique that combines multiple classifiers, including SVM, random forest, and K-
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Nearest neighbors (KNN), to increase the precision of violence detection in surveillance

footage.

Literature suggests that detecting violence in surveillance footage is a difficult but
essential task, and machine learning algorithms, particularly Conv-LSTM and SVM,
provide encouraging results (Garcia-Gomez et al., 2016), and the combination of Conv-
LSTM and SVM with transfer learning and ensemble learning methods could aid in the
development of more precise and effective violence detection systems.

Existing approaches to violence detection are limited by the lack of large and diverse
labeled datasets. Multiple researchers have attempted to resolve this issue by compiling
and annotating their databases. For instance, Jain & Vishwakarma, (2020) acquired a
dataset of 350 videos containing violent and non-violent behaviour trained a deep
neural network for identifying violence. The accuracy of their dataset, as reported by
the authors, was 85%. The computational cost of training deep neural networks was an
additional limitation of earlier techniques. Several researchers have advocated
employing transfer learning, which entails utilizing pre-trained models for violence
detection, to address this issue. Yilmaz & Yildirim (2021), for instance, used a pre-
trained deep neural network for action recognition and then refined it for violence

detection. The accuracy of their dataset, as reported by the authors, was 92%.

Ongoing research and development efforts are devoted to this field, wherein
developments in deep learning, multi-modal methodologies (which integrate diverse
data sources), and ongoing enhancements in model architectures contribute to the
progression towards more precise violence detection in surveillance footage. Table 2

illustrates the common techniques that are employed in the research.
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Table 2: Common Techniques Used to Detect Violence

Technique

Technique description

Object Detection

Action Recognition

Pose Estimation

Behavioral Analysis

Audio-Visual Integration

Utilize object detection models such as YOLO (You
Only Look Once), SSD (Single-shot Detector), or
Faster R-CNN to discern particular objects or physical
features that are linked to acts of violence, including
firearms, knives, or uplifted fists. Nonetheless,
violence identification based merely on objects may be
inadequate and require additional context.

Implement action recognition models to discern
distinct patterns of motion or behaviours that may serve
as indicators of aggression, including but not limited to
striking, kicking, or aggressive gestures. For this
objective, Recurrent Neural Networks (RNNs) or 3D
Convolutional Neural Networks (CNNs) may be
applied.

Analyze human poses captured on video in order to
identify aggressive actions or postures. OpenPose and
other pose estimation models are capable of discerning
critical anatomical regions of the human body and
deducing potentially violent gestures or movements.
Employ machine learning models that have been
trained on datasets comprising instances of violent
behaviour in order to categorize and identify
belligerent actions. These models may incorporate a
multitude of characteristics obtained from signals such
as body language, velocity, or motion.

Integrate audio and video data in order to improve the
detection of violence. By detecting aggressive speech
or outbursts, for instance, audio analysis can augment
video analysis in terms of precision.

2.1.1 Machine Learning Algorithms Used in Violence Detection

Machine learning is a subfield of Artificial Intelligence concerned with the

development of algorithms and models that can recognize patterns and make

predictions based on data. It involves training a model on a dataset, enabling it to

automatically identify patterns in the data, and then using these patterns to make

predictions or decisions (Hu et al., 2018). Several applications, including computer

vision, natural language processing, speech recognition, and robotics, utilize machine

learning algorithms. In industries such as finance, healthcare, and marketing, they are

used to analyze large quantities of data and make predictions that can be used to inform

business decisions (Theodoros et al., 2008).
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The four classes of machine learning algorithms are supervised learning, unsupervised
learning, reinforcement learning, and semi-supervised learning (Jiang et al., 2014).
Each type of algorithm has advantages and disadvantages, and the choice of algorithm
depends on the requirements of the specific mission.

Supervised learning entails the process of training an algorithm using a dataset that is
annotated with labels, wherein each input is associated with its corresponding desired
output. The primary goal of the method is to ascertain a correlation between input and
output variables, enabling it to generate predictions for novel, unseen data. Linear
regression, logistic regression, and decision trees are illustrative instances of supervised

learning algorithms.

Unsupervised learning involves training an algorithm on an unlabeled dataset in order
to autonomously identify patterns or structures within the data, without any prior
knowledge of the desired result. Unsupervised learning algorithms encompass

clustering and dimensionality reduction as prominent examples.

Reinforcement learning is a process wherein an algorithm engages with its environment
and acquires feedback in the form of rewards or punishments. The primary goal of the
algorithm is to ascertain an optimal policy that establishes a mapping between states

and actions in order to maximize the overall reward.

Semi-supervised learning involves the training of an algorithm using a combination of
labeled and unlabeled input. The objective is to use labelled data to predict unlabeled
data and enhance the accuracy of the model (Abdel-Hamid et al., 2014).

2.1.1.1 Convolutional Neural Networks (CNNs)

Convolutional Neural Networks (CNNs), also known as ConvNets, are a type of
algorithm for deep learning that is extensively employed in image processing and
computer vision (Xin et al., 2020). They learn features from input data and make
predictions using these features. They are designed to process data with a grid-like
topology, such as images, and are particularly adapted to image classification and object

recognition tasks. CNNs are utilized in natural language processing, speech
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recognition, and audio processing in addition to their success in computer vision. They
can also be combined with other types of neural networks, such as recurrent neural
networks, to produce hybrid models that can execute more complex tasks (Juan et al.,
2018).

Convolutional Neural Networks have been employed in several practical applications,
encompassing tasks such as image classification, object detection, semantic
segmentation, and video analysis. CNNs have demonstrated remarkable efficacy across
a range of computer vision tasks, including image recognition, classification,
segmentation, and more, by virtue of their capacity to autonomously acquire
hierarchical feature representations directly from the input data. Furthermore, these
neural networks have been integrated with other forms of neural networks, such as
recurrent neural networks, to create hybrid models that exhibit enhanced capabilities in
handling intricate tasks, including video classification and scene comprehension.
Convolutional neural networks possess the capability to independently acquire spatial
hierarchies of information, hence facilitating the recognition of objects across different
scales and positions within an image. They can also be trained with large quantities of
labelled data, allowing them to perform tasks such as image classification with high

accuracy (Uckun et al., 2020).

2.1.1.1.1 Convolutional Neural Network Architecture

Typically, a Convolutional Neural Network (CNN) architecture consists of multiple
layers. The precise architecture of a CNN is determined by the task for which it was
designed (Mengchen et al., 2022). For instance, a CNN for image classification could
have a simplistic architecture consisting of a few convolutional and pooling layers
followed by a few fully connected layers. On the other hand, a CNN for object detection
may have a more complex architecture with multiple convolutional and pooling layers,
followed by multiple fully connected layers and specialized layers such as anchor boxes

and object proposals (Moore et al., 2020).
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CNNs have Convolutional layers, pooling layers, Activation layers, and Fully

Connected layers as their fundamental architecture as shown in Figure 1.

Input
|m‘;ge Softmax
Pooling
Pooling
/ FuII
/, Convolution
/ " Convolution+Relu
Convolution+Relu Full Convolution +Relu

Figure 1: Basic architecture of Convolutional Neural Network (Batyrkhan, et al., 2022).

Convolutional layers are a type of layer that extract localized features from input data
through the utilization of convolution procedures. A convolutional layer utilizes a
collection of filters, commonly referred to as kernels, to process the input data. During
the computation of the dot product between the filter values and the associated input
data values, each filter is applied to the input data. The feature map represents the
ultimate outcome. During the training process, the neural network acquires knowledge
about the filters, which can be interpreted as a collection of weights that are universally
applied to all input data. Consequently, Convolutional Neural Networks are well-suited
for the purpose of image classification and object recognition, particularly when the
input data is expected to have recurring patterns across several locations (Shahin et al.,
2020).

The user can specify both the filter size and the stride at which it is applied to the input
data. Typically, smaller filters and shorter strides are used to extract smaller, more
intricate features, whereas larger filters and longer strides are used to extract larger, less

refined features.

Pooling layers are employed in order to decrease the spatial resolution of the data, hence
diminishing the computational load imposed on the network. The primary purpose of

these layers is to decrease the spatial resolution of the data, hence reducing the
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computational load on the network and enhancing its robustness against minor
translations in the input data. There exist two distinct types of pooling layers, namely
maximum pooling and average pooling (Malhotra, 2018). The pooling method known
as max pooling is widely used in various applications. The input data is partitioned into
non-overlapping windows, commonly referred to as pooling windows, and the
maximum value within each window is computed. The highest value is thereafter
generated as the representative value for the window. In a manner akin to max pooling,
average pooling involves the computation of the mean value within each pooling

window, as opposed to determining the maximum value. (Yin et al., 2020).

Activation layers introduce nonlinearity into the neural network. This holds great
significance as the majority of empirical data in practical applications possesses
intrinsic non-linear characteristics, rendering neural networks incapable of accurately
representing intricate input-output interactions in the absence of non-linear
transformations (Wang & Li, 2022). The Rectified Linear Unit (ReLU), sigmoid, and
tanh activation functions, together with their derivatives, are frequently employed in

many applications.

Fully connected layers use the features extracted by the convolutional and pooling
layers to make predictions. The fully connected layers are similar to a traditional multi-
layer perceptron (MLP), with many neurons that are connected to all of the neurons in
the previous layer (Sharma et al., 2022). Every neuron in this layer is connected to
every neuron in the previous layer, allowing it to receive information from the entire

input.

Fully connected layers are commonly employed as the ultimate layer within a neural
network, wherein they receive processed data from preceding layers and utilize it to
generate predictions. The fully connected layer of a CNN is commonly preceded by a
series of convolutional and pooling layers, which are responsible for extracting features
from the input data. The outputs of the pooling layers are subsequently transformed into
a one-dimensional vector and provided as input to the fully connected layer (Vosta &
Yow, 2022). In order to incorporate non-linearity inside the network, each neuron

within the fully connected layer undergoes a linear transformation on the received
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inputs, followed by the application of an activation function, such as the RelLU
activation function. The output of the activation function is thereafter utilized as the
input for the subsequent layer inside the network, or alternatively, employed for
generating predictions if it represents the final layer (Sandler et al., 2018).

The magnitude of the resulting output is contingent upon the quantity of neurons present
inside the completely linked layer. For instance, in the scenario when the completely
connected layer comprises ten neurons, the resulting output of the network will consist
of ten values. These values can be construed as confidence scores assigned to various

classes within a classification task.

2.1.1.1.2 Convolutional Neural Networks Architectures

There are different Convolutional Neural Network (CNN) architectures, which have
significantly contributed to the progress of deep learning, specifically in the domain of
computer vision. The versatility of CNNs has led to their adoption across a wide range
of applications. Beyond traditional image-related tasks, they have found use in natural
language processing and even in generating new content through generative models.
As research in this field continues to advance, it is anticipated that the development of
increasingly sophisticated CNN architectures that will further expand the capabilities
of artificial intelligence and computer vision systems (Sharma et al., 2022).

The evolution of CNN architectures has been marked by several significant milestones.
In the late 1990s, LeNet-5 pioneered the use of convolutional and pooling layers. The
breakthrough of AlexNet in 2012 demonstrated the immense potential of deep learning
for image classification tasks. VGGNet later explored the benefits of using deeper
networks with multiple stacked convolutional layers. The introduction of the Inception
module in GoogLeNet allowed for efficient multi-scale feature extraction. ResNet
tackled the challenge of training very deep networks by introducing residual
connections, which help mitigate the vanishing gradient problem (Shahin et al., 2020).

Table 3 describes the commonly used CNN architectures.
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Table 3: The Commonly Used CNN Architectures

CNN Architecture Description of the architecture

LeNet-5

AlexNet

VGGNet

Inception

ResNet

DenseNet

MobileNet

NASNet

Xception

Yann LeCun developed this CNN, which was among the first to
be utilized for handwritten digit recognition. The architecture
featured convolutional and pooling layers, which served to
illustrate the notion of shared weights.

It uses ReLU activation functions, dropout, and local response
normalization and is comprised of eight layers. AlexNet
provided evidence of the efficacy of deep CNNs in the domain
of image classification. AlexNet rose to prominence following
its 2012 introduction by prevailing in the ImageNet Large Scale
Visual Recognition Challenge.

Visual Geometry Group (VGG) networks are renowned for their
straightforward structure, which consists of nineteen layers
(VGG-19). By employing extremely small (3x3) convolutional
filters, these networks achieved a greater depth while preserving
their simple architecture.

The inception module was implemented by GooglLeNet to
achieve the same network depth while utilizing multiple filter
sizes (1x1, 3x3, and 5x5) in parallel.

Residual connections were implemented in residual networks to
circumvent the vanishing gradient problem in extremely deep
networks.

DenseNets introduced the notion of densely connected layers,
in which each layer is feed-forwardly connected to every other
layer. It promotes the reuse of features and resolves issues
related to vanishing gradients.

They support embedded vision and mobile applications. In
order to preserve performance while decreasing computational
complexity and size, they employ depth-wise separable
convolutions.

Was constructed utilizing neural architecture search
methodologies, and exemplifies the capabilities of automated
architecture design.

Makes use of depth-wise separable convolutions to distinguish
between channel-wise and spatial relationship learning in the
network.

2.1.1.1.3 Previous Work on Convolutional Neural Networks in Violence Detection

Considerable research has been conducted on the use of Convolutional Neural

Networks (CNNs) for detecting video violence. For instance, Kharazmi et al. (2018)

proposed a CNN-LSTM model for detecting violence, wherein the CNN extracts spatial

features from each frame and the LSTM captures temporal dynamics across frames.

The proposed method detected violent events in surveillance videos with a 95.4% rate

of accuracy. In a separate study, Chen et al. (2018) proposed a method that combines
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CNN and Convolutional LSTM (Conv-LSTM) to incorporate both spatial and temporal
data for violence detection. The proposed model detects violent events in surveillance

footage with a 96.5% degree of accuracy.

Combining CNN and LSTM, Wu et al. (2019) proposed a method for detecting
violence. The CNN extracts spatial characteristics from each frame, whereas the LSTM
captures the temporal dynamics between frames. The proposed model detected violent
events in surveillance footage with a 93.5% rate of accuracy. It was one of the first
works in this field for K. K. Chaudhary et al. (2022) to use a 3D-CNN to detect violent
scenes in footage. They evaluated their network’s ability to detect violent sequences in
video using a large dataset. Recent studies have focused on the use of 2D-CNNs for
detecting violence in real-world videos. For example, S. Li et al. (2019) proposed a 2D-
CNN architecture for detecting violence in sports videos. To capture the motion and
color information of the frames, optical flow, and color histograms were used as
additional CNN inputs. An alternate approach involves use pre-trained CNNs, such as
VGG16 or ResNet, as feature extractors, followed by training a classifier to identify
instances of violence. It has been empirically shown that this approach yields positive

results when used to datasets of modest size (Malhotra, 2018).

The utilization of CNNs in the domain of video violence identification has
demonstrated encouraging outcomes and is an area of research experiencing rapid
advancement. Nevertheless, there exist other challenges that must be addressed,
including the management of diverse camera perspectives, variations in lighting
circumstances, and the intricacy of the scenes. There exists empirical evidence
supporting the effectiveness of CNNs in the detection of violent incidents inside
surveillance recordings. Previous studies have shown that the integration of CNNs with
other deep learning architectures, such as Long Short-Term Memory (LSTM),
Convolutional LSTM (Conv-LSTM), or transfer learning, leads to enhanced
performance of the models. Nevertheless, there remains potential for further
advancement in the precision and effectiveness of these techniques, particularly in
intricate and densely populated settings. This study purposed to investigate the
application of Conv-LSTM and SVM algorithms to effectively tackle the

aforementioned challenges.
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2.1.1.2 Recurrent Neural Networks (RNNs)

Recurrent Neural Networks (RNNs) are a type of neural network that is designed to
process sequential data such as time series, text, speech, and video. RNNs are referred
to as recurrent because they perform the same task for each element in a sequence, with
the output depending on both the current input and previous computations (Fogno et
al., 2020). The architecture of RNN comprises three main layers: the input layer, the

hidden layer, and the output layer as shown in Figure 2.
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Figure 2: The Recurrent Neural Network (RNN) Architecture (Shahin, et al., 2020).

The initial layer of a recurrent neural network is responsible for receiving the input

sequence, which can encompass many types of data such as time series, textual
information, spoken language, or video content, among other possibilities. In the
context of a RNN, the input layer can be conceptualized as a matrix, whereby each
column corresponds to a certain time step, and each row corresponds to a distinct input
data characteristic. (Ulku & Akagiindiiz, 2022). This matrix is passed from the input
layer to the hidden layer, where recurrent connections allow information to persist over

time.

The RNN’s core is the hidden layer, which contains the recurrent connections that allow

information to persist over time. The hidden layer updates its hidden state at each time

step, taking as input the current input and the previous hidden state (Zhang, 2021). Each
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hidden layer unit has the same structure, which consists of a linear transformation

followed by an activation function.

The output layer, which serves as the terminal layer within RNN, assumes
responsibility for generating the ultimate output of the network. The output layer
employs a linear transformation and an activation function to produce the output based
on the hidden state of the recurrent neural network at the last time step. The selection
of the activation function employed in the output layer is contingent upon the nature of
the problem being addressed (Malhotra, 2018). In the context of a binary classification
problem, an appropriate choice for the activation function is the sigmoid function,
which effectively maps the output to a probability value within the range of 0 to 1. In
a regression problem, the activation function employed is the identity function.

Recurrent Neural Networks have demonstrated efficacy in a variety of domains,
including language translation, sentiment analysis, speech recognition, and video
categorization. Nevertheless, the training of RNNs can pose challenges due to the
presence of the vanishing gradient problem. This issue arises when the gradients
utilized for the backpropagation process progressively diminish over time, so impeding
effective training. The network may have challenges in learning long-term
dependencies as a result of this. In order to tackle this matter, various iterations of RNNs
have been devised, including the Long Short-Term Memory (LSTM) networks. These
networks employ gating methods to regulate the information flow and maintain

gradients within a reasonable range (Sperduti, 1997).

2.1.1.2.1 Long Short-Term Memory (LSTM)

Long Short-Term Memory (LSTM) networks are a type of recurrent neural network
that was created to solve the vanishing gradient problem and capture long-term
dependencies in sequential data. LSTMs have become a popular choice for many
sequence-to-sequence problems such as natural language processing, speech
recognition, and time series prediction (Luo et al., 2019).

LSTM networks are comprised of memory cells, input gates, forget gates, and output
gates as demonstrated in Figure 3.
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Figure 3: Long Short-Term Memory Networks Architecture (Fatima, et al., 2021).

Memory cells are responsible for the long-term storage of information, whereas the
gates regulate the movement of information into and out of these memory cells. The
input gate facilitates the ingress of data into the memory cell, while the forget gate
governs the extent to which prior data is to be disregarded. Lastly, the output gate
regulates the egress of data from the memory cell. The proposed design facilitates the
ability of LSTM models to effectively store and retrieve information over extended
periods, rendering them well-suited for tasks that necessitate the representation of long-
term relationships. (Mahto et al., 2022). In every computational iteration, the current
input x(t) is utilized alongside the preceding short-term memory state c(t-1) and hidden
state h(t-1).

LSTM models have exhibited their efficacy in capturing long-term dependencies within
sequential data, surpassing the performance of conventional Recurrent Neural
Networks (RNNSs) across several tasks. In the context of handling extensive datasets, it
is worth noting that Long Short-Term Memory models tend to incur higher
computational costs compared to conventional RNNs and necessitate greater memory
resources. (Sun & Zuo, 2022). Nonetheless, because of their ability to effectively model
long-term dependencies in sequential data, they remain a popular choice for many

applications.
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2.1.1.2.2 Previous Work on Long Short-Term Memory in Violence Detection
Long Short-Term Memory (LSTM) networks have also been studied for violence
detection in surveillance video. LSTMs are a type of Recurrent Neural Network (RNN)
capable of identifying long-term dependencies between sequential data sets. For
instance, Kharazmi et al. (2018) proposed a CNN-LSTM model for detecting violence
in which the LSTM captures the temporal dynamics across frames. The proposed
method detected violent events in surveillance videos with a 95.4% rate of accuracy. In
one of the earliest works that used LSTMs for violence detection, J. Ye et al. (2019)
proposed a two-stream LSTM (Long Short-Term Memory) architecture that accepts as
input both the appearance and motion information of video frames. They utilized optical
flow data as the input for motion and an ImageNet-trained VGG-16 network as the
input for appearance. The two streams were then merged and fed into an LSTM network
to simulate the temporal evolution of video frames. In a separate study, Zhao et al.
(2019) proposed a method for learning spatiotemporal features from surveillance videos
using an LSTM network for the detection of violence. The proposed model detected
violent events in surveillance footage with a 93.5% rate of accuracy.

After using LSTMs to extract features, another approach is to train a classifier on top
of the extracted LSTM features. R. Jain et al. (2018), for instance, used an LSTM
network to extract features from optical flow information in video frames and then
trained a Support Vector Machines (SVMs) classifier to detect violence based on these
features. Additionally, LSTMs have been combined with other methods for detecting
violence. For instance, Raj et al. (2022) proposed a combined method for detecting
violence that employs LSTMs, optical flow information, and color histograms as inputs.

LSTM models have exhibited encouraging outcomes in the realm of violence detection
in videos, and as a consequence, they have been widely utilized in this domain.
Nevertheless, there exist other challenges that must be addressed, including the
management of diverse camera perspectives, variations in lighting circumstances, and
the intricacy of the scenes. Previous studies have provided evidence that the
performance of the model can be enhanced by integrating Long Short-Term Memory
with other deep learning architectures, such as Convolutional Neural Networks
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(CNNSs), or by utilizing ensemble learning techniques (Misbha, 2022). Table 4 analyses

the various algorithms that are commonly used for feature extraction from images.

Table 4: Feature Extraction from Images by Deep Learning Algorithms

Algorithm Brief description Performance on feature
extraction
CNN It applies a series of learnable Its architecture allows it to
filters to the input data, sliding perform exceptionally well in
the filters over the input, and extracting features from image
computing the dot product data
between the filter and the input
at each place.
Fully Every neuron in the following It is effective for feature
Connected layer is linked to every neuron extraction. Attempts  to
Neural in the preceding layer. improve on this have been
Networks limited by its  design
architecture, which IS
interrelated.
RNN Predicts the present outcome Because of the issue of
based on prior  layer exploding and vanishing

information.

gradients, it is an unsuitable
choice for feature extraction in
image classification.

Deep Boltzmann Using a stochastic design Training is difficult.
Machine technique, they learn the Unsuitable for image
properties of binary vector data classification.
sets.
Deep Belief It is made up of layers that are They perform poorly in feature

Networks (DBN)

Deep
Autoencoders

connected, but the individual
units that make up the layers
are not.

By understanding the
underlying encoding pattern,
they lower the dimensionality
of a given data collection.

extraction due to their complex
architecture and the issue of
vanishing gradients.

As an unsupervised model,
Deep Autoencoders require a
substantial amount of
computation, rendering them
inappropriate  for  feature
extraction in classification
problems.

2.1.1.3 Support Vector Machines (SVMs)

Support Vector Machines (SVMs) are a form of supervised learning algorithm used for
classification and regression analysis (Xinfeng Zhang et al., 2011). Support Vector
Machines provide numerous advantageous characteristics, such as a notable level of
accuracy, the capability to effectively handle non-linear data through the use of kernel

functions, and the aptitude to effectively process data with a high number of
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dimensions. Furthermore, SVMs exhibit a notable level of efficacy due to the direct
proportionality between training time and the quantity of data points. Support vector
machines are frequently employed in various domains, including text and image

classification, as well as bioinformatics.

2.1.1.3.1 Support Vector Machines Operation

Support Vector Machines (SVMs) are based on the concept of locating the optimal
hyperplane to classify the data as shown in Figure 4. In a two-class classification
problem, the SVM algorithm identifies the hyperplane that maximizes the margin
between the two classes while dividing the data into two classes. The margin is defined
as the distance between the data elements from each class that are closest to the
hyperplane (Licheng Jiao et al., 2007).

A hyperplanein R?isaline A hyperplanein R3isa plane
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Figure 4: Support Vector Machines (SVM) Hyperplanes (Alexandre & Aldo, 2010).

The first step in the functioning of Support Vector Machines involves the preparation
of data for the SVM algorithm. This process entails the adjustment of the data’s
attributes and, if required, the conversion of the data in cases where linear separation is
not feasible. The SVM algorithm proceeds by identifying the hyperplane that optimally
separates the given data into separate classes, achieving this by maximizing the margin

between the classes.

The margin can be defined as the minimum distance between the data points of each

class that are nearest to the hyperplane. The data points that are nearest in proximity are
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usually referred to as support vectors. The SVM algorithm proceeds by solving a
quadratic optimization problem in order to determine the hyperplane that maximizes
the margin (Gangquan et al., 2015). Due to the convex nature of the optimization issue,
numerical approaches can be employed to successfully solve it. After undergoing
training, the Support Vector Machine model can be utilized to make predictions on
novel data. SVM algorithm calculates the Euclidean distance between a novel data point
and the hyperplane, and subsequently assigns the data point to a certain class depending
on its position relative to the hyperplane.

In the context of handling non-linearly separable data, the SVM method has the
capability to employ a kernel function, which facilitates the transformation of the data
into a higher-dimensional space. This transformation enables the SVM to achieve linear
separability of the data. The utilization of the kernel trick enables the Support Vector

Machine algorithm to effectively process non-linear input.

2.1.1.3.2 Merits of Support Vector Machines

It has been demonstrated that Support Vector Machines (SVMs) perform well on a
variety of datasets and generate cutting-edge results for a variety of applications. Using
a kernel function, the SVM algorithm can deal with nonlinear data. The algorithm can
therefore model complex relationships between features and the objective variable
(Mao, 2004). SVMs can also manage high-dimensional data effectively, making them
an excellent choice for problems with a large number of features. SVMs are resistant to
outliers because they are only influenced by the support vectors adjacent to the
hyperplane (Yao et al., 2009).

2.1.1.3.3 Comparison of Support Vector Machines and Other Classifiers

The choice of classifier will be contingent upon the specific problem being addressed,
the scale and intricacy of the dataset, and the desired trade-off between accuracy,
interpretability, and computing economy (Kramer, 2015). Table 5 compares the various

classifiers that are commonly used.

29



Table 5: Comparison of Support Vector Machines and Other Common Classifiers

Classifier

Description and Comparison with Support Vector Machines (SVMs)

Logistic
Regression

Decision Trees

Random
Forests

K-Nearest
Neighbors (K-
NN)

Naive Bayes

This is a straightforward and understandable classifier that can be applied to both binary and multi-class classification
problems (Mohammad , et al., 2020). SVMs, on the other hand, can be more accurate while being less interpretable.
SVMs can also handle non-linear data better than Logistic Regression.

This classifier possesses a straightforward and easily comprehensible nature, enabling them to effectively handle
correlations between characteristics and the target variable, regardless of whether they are linear or non-linear in nature.
However, they are susceptible to overfitting and might be computationally demanding when dealing with extensive
datasets (Abraham & Mark , 2019). SVMs, on the other hand, are less prone to overfitting and can handle larger datasets
more efficiently, but they can be more difficult to interpret.

They are an ensemble learning method composed of several decision trees, which have the ability to attain a high level
of accuracy while also exhibiting resilience against overfitting. However, these methods are computationally expensive
and may exhibit scalability issues when used to datasets of considerable size (Tao , et al., 2022). SVMs, on the other
hand, are more computationally efficient and can handle larger datasets than Random Forests, but they can be less
interpretable.

It is a straightforward classification method that operates by assigning data points to specific classes according to their
proximity to neighboring data points. While the algorithm is known for its ease of implementation and efficiency, it is
important to note that it can be susceptible to the presence of noisy data and may become computationally burdensome
when dealing with large datasets (Zoulficar , et al., 2011). SVMs, on the other hand, are less sensitive to noisy data and
can handle larger datasets more efficiently than K-NN, but they are less interpretable.

The classifier is a computationally efficient and straightforward classification algorithm that relies on Bayes’ theorem
and assumes feature independence. The algorithm is applicable for both binary and multi-class classification tasks,
making it a suitable choice for several applications including text categorization. Nevertheless, the method is susceptible
to the influence of extraneous variables and may yield erroneous results in cases when the premise of independence is
violated (Hong, et al., 2021). SVMs, on the other hand, are less sensitive to irrelevant features and can achieve higher
accuracy, but they can be computationally expensive.
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2.1.1.3.4 Previous Work on Support Vector Machines in Violence Detection

Support Vector Machines (SVMs) have been extensively applied to the detection of
video violence. SVMs are a form of a classifier that can learn the boundary between
two data classes and predict the position of new data points about this boundary. SVMs
are algorithms for supervised learning that can conduct binary categorization. Li et al.
(2016), for instance, proposed a technique for detecting violence that incorporates
SVMs and motion features. With an accuracy of 84.9%, the suggested technique

detected violent events in surveillance videos.

Ye et al. (2015), one of the earliest uses of SVMs for violence detection, proposed a
two-stream SVM architecture that accepts as input both the appearance and motion
information of video frames. They utilized optical flow data for motion and hand-
crafted features, such as colour histograms and texture features, for appearance. The

two streams were combined and fed into an SVVM classifier to detect violence.

Using SVMs in conjunction with other methods for detecting violence is an alternative
method. Using optical flow information, color histograms, and an SVM classifier, Jain
et al. (2021), for example, proposed a combined method for detecting violence. In
addition, several studies have examined the use of SVMs in tandem with other methods
for detecting violence. For instance, Wu et al. (2019) proposed a method for detecting
violence that incorporates Convolutional Neural Networks (CNN) and SVM. The CNN
extracts spatial characteristics from each frame, and the SVM classifies the
characteristics as violent or non-violent. The proposed model detected violent events in
surveillance footage with a 94.1% rate of accuracy. In recent years, Convolutional
Neural Networks and Recurrent Neural Networks have been used in conjunction with

Support Vector Machines (SVMs) to detect violence.

SVMs have yielded positive results for detecting violence in videos and are widely
employed in this area. It has been demonstrated that combining SVMs with other deep
learning models, such as CNNs, or employing motion characteristics improves the
model’s performance. However, there is still room for development in the accuracy and

efficacy of these methods, particularly in complex and crowded environments.
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2.2 Hyper-parameters Tuning in Computer Models

Tuning hyper-parameters is the process of discovering the optimal combination of
hyper-parameters that maximizes the efficacy of a model. The aforementioned
technique has the potential to consume a significant amount of time and necessitates a
considerable allocation of computer resources. Nevertheless, adjusting hyper-
parameters has the potential to generate significant advantages (Hertel et al., 2020). The
optimization of hyper-parameters is a crucial aspect in enhancing the effectiveness of
machine learning models. The manipulation of hyper-parameters has the potential to
influence both the learning process and behavior of the model. The effectiveness of a
model is heavily influenced by the values assigned to its hyper-parameters. Hence, it is
imperative to optimize them for maximum efficiency. The impact of hyper-parameters
on the effectiveness of a model can be significant (Sethi et al., 2021).

2.2.1 Optimizers
In the field of machine learning and deep learning, researchers have developed a vast
array of optimization approaches to efficiently train models and determine optimal

parameters for various tasks (Vidyabharathi & Mohanraj, 2023).

2.2.1.1 Stochastic Gradient Descent (SGD)

Stochastic Gradient Descent (SGD) is widely recognized as a prevalent optimization
technique in the fields of machine learning and deep learning. SGD has become a
crucial element in modern Artificial Intelligence due to its ability to efficiently handle
large datasets and simplify the training of complex models. This has led to significant
breakthroughs in comprehension and invention in previously uncharted domains
(Newton et al., 2018).

The fundamental principle underlying SGD involves the iterative process of identifying
the optimal model parameters by minimizing a loss function. The traditional
methodology of gradient descent is a methodical descent along a slope, similar to the
cautious traversal of a hiker, where the complete topographical landscape is considered
before each successive stride. The significance of SGD, a dynamic pioneer, is
heightened within this particular environment (Bottou, 2012).
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The stochastic gradient descent technique places a higher emphasis on computational
efficiency by mitigating undue attention towards the subtleties of the underlying
environment. Instead of relying on the entire dataset, stochastic gradient descent utilizes
a technique of selectively sampling mini-batches of data, akin to examining tiny
sections of the broader terrain. The incorporation of selectivity within this particular
context includes a stochastic element, as the algorithm’s selection may not consistently
favor the most representative occurrences. Nonetheless, the inherent randomness of
SGD endows it with a notable ability to generalize and circumvent the problem of being
trapped in local optima. These optima are deceptive low places that might impede

traditional optimization methods (Dietterich et al., 2002).

While stochastic gradient descent is widely recognized for its elegant nature, it is not
exempt from some limitations. The inclusion of stochasticity in the mini-batch selection
process introduces a stochastic element to the optimization procedure, resulting in a
non-linear trajectory that is characterized by frequent alterations in direction. While this
phenomenon may induce a feeling of disorientation, it often leads to accelerated
convergence as the algorithm circumvents obstacles that could possibly hinder its
advancement. However, much to a hiker navigating through hidden valleys, the SGD
algorithm must carefully ascertain the magnitude of its step, referred to as the learning
rate (Qian et al., 2014).

Nevertheless, researchers have devised novel methodologies to enhance the efficacy of
stochastic gradient descent (Farkas et al., 2021). An instance of a phenomenon that
bestows inertia upon an algorithm is momentum, which allows the algorithm to
maintain its trajectory while dismissing perturbations that may cause disruption.
Adaptive learning rate methods, such as AdaGrad and Adam, modify the learning rate
based on past gradients, hence facilitating a more equitable approach in traversing the
optimization landscape. The influence of SGD is seen throughout a diverse array of
applications. The algorithm’s notable progress has had a lasting influence in diverse
fields such as image recognition, natural language processing, driverless vehicles, and
medical diagnostics. Nevertheless, it exhibits a humble disposition, persistently striving
for enhancement and the acquisition of knowledge (Hertel et al., 2020).
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Stochastic Gradient Descent is a widely recognized optimization technique that
emphasizes the importance of embracing the stochastic, unpredictable, and dynamic
characteristics inherent in the problem being addressed. The incorporation of selected
sampling methodologies alongside model refinement procedures plays a pivotal role in
the creation of sophisticated algorithms that drive the progress of our digital
environment (Sipper, 2022). As we consider the extensive range of possibilities
available to us, it is crucial to recognize that beneath each action performed by the SGD
algorithm, there lies a narrative of incremental investigations on a small scale. These
explorations may appear random at first glance, but they are purposefully conducted,
ultimately converging towards a future in which the boundaries of intelligence are

surpassed (Fujita et al., 2021).

2.2.1.2 Mini-Batch Gradient Descent (M-BGD)

In the ever-evolving domain of machine learning, which is marked by the delicate
interaction between large volumes of data and advanced models, the quest for efficient
optimization methods is unending. The Mini-Batch Gradient Descent algorithm is
characterized by a significant compromise between the traditional gradient descent
technique and the more dynamic stochastic gradient descent approach (Huo & Huang,
2017). The aforementioned method has emerged as a dependable and proficient strategy
inside the realm of optimization, adeptly traversing uncharted domains.

Imagine embarking on an excursion through a vast and diverse landscape, where each
step uncovers new wonders and challenges. The traditional methodology employed in
gradient descent follows a systematic path, meticulously assessing each topographical
characteristic of the area before making a deliberate progression. Nevertheless, when
faced with large datasets, this approach might prove to be cumbersome, leading to
setbacks in progress and the depletion of vital resources. Mini-Batch Gradient Descent
emerges as a feasible solution inside this particular setting (Lee & Kim, 2023). Instead
of adopting a holistic approach to the entire environment, the proposed methodology
entails employing clusters of data known as mini-batches to gain insights into different
regions. The incorporation of mini-batches during the optimization procedure facilitates
swift adjustment to changing patterns and relationships within the dataset, since they

offer valuable insights into its diversity. The agility demonstrated in this context shares
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similarities with the delicate movements of a dancer, effortlessly adjusting to the tempo

of the surrounding environment (Lizhen et al., 2021).

After examining each mini-batch, the algorithm proceeds to adjust its trajectory by
updating the model parameters based on the gradients computed from the sampled data.
The process described above involves a sophisticated interaction between exploration
and convergence, enhancing the model’s understanding of intricate interrelationships
as it gradually approaches the optimal outcome (Kim et al., 2021). The act of
measurement, which bears resemblance to the intentional and constant steps taken by a
climber, generates a condition of dynamic equilibrium that effectively balances the

goals of precision and productivity.

While Mini-Batch Gradient Descent exhibits remarkable capabilities, it is not without
certain considerations. The magnitude of the mini-batch exerts influence on the balance
between noise and precision. The implementation of smaller batches in a computer
process results in an increased level of unpredictability, similar to the act of observing
a landscape through the aid of a magnifying glass. The increased level of randomness
has the potential to expedite the process of convergence inside the system. However, it
is important to note that larger batches provide a more comprehensive perspective,
which helps to reduce variability. However, this comes at the cost of computing

efficiency (Surono et al., 2023).

The impact of Mini-Batch Gradient Descent extends beyond its direct influence on the
pace of optimization. The system adeptly adapts to the current era characterized by the
constant flow of data, where information is continuously generated. This enables
algorithms to retain their adaptability in order to effectively respond to dynamic
situations. Moreover, the method’s versatility enables practitioners to effectively
navigate the optimal landscape by employing various learning rates, thereby adapting

to slopes of varying magnitudes (Kou & Yang, 2022).

Mini-Batch Gradient Descent plays a crucial role in the domain of optimization by
effectively integrating the precision of gradient descent with the flexibility of stochastic

gradient descent. As the continuous advancement of machine learning unfolds, the

35



application of mini-batch gradient descent stands out as a noteworthy illustration of the
adept management of trade-offs between efficiency and accuracy (Ditton et al., 2022).
Mini-Batch Gradient Descent, akin to a seasoned explorer, attains a state of equilibrium
by effectively managing the interplay between velocity and observation. This approach

to optimization strives for an optimal outcome through a harmonious equilibrium.

2.2.1.3 Adaptive Moment Estimation (Adam)

The optimization approach known as Adaptive Moment Estimation (Adam) is widely
recognized and extensively employed in the field of machine learning. This approach
combines the benefits of two fundamental principles, specifically momentum-based
optimization and adaptable learning rates. The incorporation of these components
allows Adam to efficiently navigate complex optimization landscapes, making it a
favored choice for the training of deep neural networks and other models in the domain

of machine learning (Sipper, 2022).

Adam incorporates the notion of momentum, deriving inspiration from the discipline
of physics. The concept of momentum grants an algorithm the ability to progressively
increase its velocity throughout each iteration, analogous to the phenomena of a rolling
rock gaining speed while descending a slope. In the given context pertaining to Adam’s
circumstances, this entails the application of a moving average of preceding gradients
(Adam & Adam, 2020). The algorithm’s momentum allows it to efficiently overcome

obstacles and travel away from local minima with steadfast determination.

However, Adam’s cognitive abilities exceed the notion of motion. The optimization
process exhibits a high degree of adaptability, akin to a compass that recalibrates itself
in response to changes in the surrounding environment. The phenomenon of adaptation
becomes apparent when considering the calculation of adaptive learning rates for
specific parameters. The Adam optimization approach employs the first and second
moments, which correspond to the mean and un-centered variance of gradients, to
dynamically adjust the learning rate. The incorporation of adaptive adjustment allows
the algorithm to make optimal strides in areas that exhibit varying curvatures (Dhake
et al., 2023). In a manner akin to the iterative refinement of an artistic masterpiece,

Adam optimizes the learning process through the utilization of two essential
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mechanisms: bias correction and parameter update. The Adam algorithm includes a bias
correction step to address the initial bias towards zero while computing the first and
second moments of gradients. In addition, the parameter update is modified by a scaling
factor that diminishes the impact of accumulated momentum and variance, so ensuring

stability and controlled progress (Raziani & Azimbagirad, 2022).

The strengths of Adam become most apparent in scenarios characterized by limited
gradients, noisy data, and high-dimensional spaces. The algorithm’s adaptability is seen
in its ability to dynamically adapt the learning rates for each parameter, resulting in
accelerated convergence and efficient exploration. Moreover, the remarkable efficacy
of the Adam optimization algorithm often reduces the need for significant modifications
to the learning rate, making it a flexible choice for a wide range of tasks (Vidyabharathi
& Mohanraj, 2023). Nevertheless, like every exceptional piece of work, there are
nuanced complexities that necessitate consideration. The complex interplay between
momentum and adaptability in Adam can sometimes exhibit sensitivity to hyper-
parameters, hence requiring careful calibration. The system’s inclination to
demonstrate momentum may result in occasional occurrences of overshooting in certain
circumstances, thus necessitating meticulous consideration throughout the

implementation phase.

2.2.1.4 AdaMax

AdaMax is a variant of the Adaptive Moment Estimation (Adam) optimization
algorithm, which is extensively employed in several domains. This approach builds
upon the concepts outlined by Adam, while also introducing a novel methodology for
the management of the second moment of gradients. The name AdaMax is derived from
the phrase Adaptive Maximum. The standard Adam optimization approach involves
computing the second moment by calculating an exponentially decaying average of the
squared gradients. The term under consideration serves as an estimation of the un-
centered variance of the gradients. In contrast, AdaMax deviates from this tradition by
use the infinity norm (also known as the maximum norm) of the gradients, instead of
the L2 norm used by Adam (Lee & Kim, 2023). The infinity norm, alternatively referred

to as the maximum norm, is a mathematical metric that prioritizes the absolute
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magnitudes of the individual elements within the gradient vector and determines the

greatest value among them (Ditton et al., 2022).

The AdaMax optimization method integrates certain advantages from the Adam
optimization algorithm, such as the capability to dynamically alter learning rates and
effectively employ momentum. Nevertheless, AdaMax has improved stability and
convergence characteristics in some circumstances. The approach has significant
effectiveness in situations when there are limited gradients or noisy data, making it
extremely appropriate for the training of complex machine learning models (Krc¢ek &
Perin, 2023). In actuality, the decision between Adam and AdaMax relies on the
particulars of the issue being solved; finding the best optimizer for a given application

may involve some trial and error.

2.2.1.5 Adaptive Gradient Algorithm (Adagrad)

The Adaptive Gradient Algorithm (Adagrad) has had a substantial impact on the field
of machine learning by introducing a dynamic approach to learning rates. The algorithm
in question has significantly transformed the methodology employed in the field of
machine learning. The Adagrad algorithm exemplifies a highly versatile method for

tackling the challenges associated with gradient-based optimization (Liao et al., 2022).

The use of fixed learning rates has been found to hinder the optimization process in the
traditional sense, since it might lead to oscillations or slow convergence. The issue is
effectively addressed by Adagrad by the assignment of tailored learning rates to
individual parameters (Venkatesh & Jeyakarthic, 2020). This is achieved through the
aggregation of prior gradient information, which strategically assigns bigger increments
to parameters that are infrequently changed and smaller increments to those that see

frequent modifications.

The effectiveness of Adagrad lies in its parameter update rule, which incorporates the
use of square roots and element-wise operations in a harmonious manner. The
aforementioned dynamic dance ensures the preservation of stability and efficiency in
the educational process, particularly in scenarios characterized by limited or unevenly

dispersed data. However, similar to each revolutionary breakthrough, Adagrad presents
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its problems. The steady decline in learning rates over time, caused by the accumulation
of squared gradients from earlier iterations, can potentially affect the rate at which
convergence is attained. The aforementioned constraint acted as a spur for the
emergence of alternative methodologies, one of which is the Adaptive Moment
Estimation (Lee & Kim, 2023).

2.2.1.6 Adadelta

The Adadelta approach exemplifies the continuous advancement of optimization
algorithms in the domain of machine learning. The development of Adadelta was
motivated by the limits seen in Adagrad, with the intention of mitigating these
constraints. The incorporation of a dynamic and adaptive approach for modifying
learning rates enhances the stability and convergence of the training process for models
(Shedriko & Firdaus, 2023). The Adadelta algorithm, devised by Matthew Zeiler in
2012, operates on the principle of adapting learning rates for each parameter
independently. Nevertheless, it enhances this notion by expressly acknowledging the
issue of diminishing learning rates during the course of training. The issue of
disappearing updates typically seen in conventional optimization approaches is
substantially mitigated by employing a moving average of the squared past gradients

and squared past updates.

The Adadelta algorithm demonstrates cleverness by dynamically adjusting the learning
rate based on the historical relationship between gradients and updates. This novel
methodology ensures that the pace of learning adjusts to the optimization landscape, so
assuring efficient progress without the necessity for manual intervention. Despite the
notable adaptability and stability exhibited by Adadelta, it is not devoid of certain
challenges. The exclusion of a hyper-parameter related to the learning rate may lead to
sporadic fluctuations during the training procedure. Additionally, it is crucial to
acknowledge that the method may require careful initialization and continuous

monitoring in order to achieve optimal performance (Senthil et al., 2023).

Adadelta is a precisely designed component within the realm of optimization
algorithms, effectively incorporating adaptive learning rates while prioritizing stability

and efficiency. The algorithm’s importance in the domain of machine learning is shown
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by its ability to effectively tackle the problem of diminishing learning rates and navigate
intricate optimization landscapes. The aforementioned talent holds significant value

within the ever-evolving realm of machine learning.

2.2.1.7 Root Mean Square Propagation (RMSprop)

The optimization technique known as Root Mean Square Propagation (RMSprop) has
become well recognized and applied by researchers in the field of machine learning.
The development of RMSprop was motivated by the need to overcome the limitations
imposed by traditional optimization methods. This study introduces a flexible and
versatile approach to estimating learning rates, resulting in significant enhancements to
the efficiency and convergence of model training procedures (Raziani & Azimbagirad,
2022). RMSprop’s primary concept is to modify each parameter’s learning rate while
it is being trained. To do this, it divides the rate of learning for every parameter by the
mean of the recent gradient magnitudes for that parameter. Through this adaptation, the
problems caused by gradients with differing magnitudes across multiple parameters are
addressed, and the training process converges more quickly.

RMSprop was formulated as a means to resolve the problem of diminishing learning
rate that is encountered with Adagrad. This is achieved by incorporating a moving
average of squared gradients in order to modify the accumulation of past gradients. The
implementation of a moving average is an excellent strategy for minimizing the impact
of accumulated gradients over a specific time frame, hence preventing an undue

decrease in learning rates (Venkatesh & Jeyakarthic, 2020).
It is imperative to actively participate in meticulous hyper-parameter tuning and

monitoring to attain the highest level of performance. Table 6 compares the various

optimization algorithms that are commonly used.
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Table 6: Comparison of Various Common Optimization Algorithms

Optimization Description Advantages Disadvantages
Algorithm
SGD The weights are updated after each The method is characterized by its The presence of a high degree of

M-BGD

Adam

Adamax

Adagrad

Adadelta

RMSprop

individual data point.

Weights are updated by utilizing a mini-
batch of data points.

Adaptive rate
method.

learning optimization

A modified version of the Adam algorithm
incorporating a more resilient update rule.

The learning rates are adaptively adjusted
for each parameter by utilizing historical
gradient information.

A modified version of Adagrad algorithm
that aims to mitigate the issue of learning
rate decay.

A modified version of the Adagrad
algorithm that incorporates a moving
average of squared gradients.

simplicity and

efficiency.

computational

The rate of convergence is higher
in  comparison to stochastic
gradient descent.

The approach is efficient and
straightforward to implement.

The algorithm exhibits resilience
in relation to the selection of the
learning rate.

The learning rates
automatically adjusted.

are

Eliminates the necessity of
manually adjusting the learning
rate.

Addresses the issue of learning rate
degradation in the Adagrad
optimization algorithm.

variance in updates has the potential
to result in a slower rate of
convergence.

The optimization process necessitates
the adjustment of both the batch size
and learning rate.

In certain instances, it is possible for
a system to experience overshooting
of minima.

It may not perform as well as Adam
in all problems.

The phenomenon of learning rates
reaching excessively low values
might lead to premature convergence.
Further hyper-parameter adjustment
necessary to ensure stability.

There is a possibility that the problem
of vanishing gradients may persist.
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2.2.2 Activation functions

Artificial neural networks require activation functions because they provide a
mathematical operation that is applied to each neuron’s output. Their main goal is to
provide non-linearity, which makes it possible for the network to discover complex
links and patterns in the data. There are basically three types of activation functions,
namely binary step activation, linear activation function and the non-linear activation

functions.

The binary step activation function is a straightforward mechanism used in neural
networks. The binary output of this function accepts values of either 0 or 1. A
predetermined threshold is the basis for the decision-making process. This threshold
determines whether the output is set to 1 or 0, depending on whether the input exceeds
it. It is appropriate for binary classification tasks, including identifying the presence or
absence of particular objects in photographs, due to its simplicity. Its inability to handle

increasingly complicated data patterns, however, is due to its simplicity.

The linear activation function, is a fundamental mathematical operation in which the
result is exactly proportionate to the input. This function is suitable for activities where
the output maintains a direct and consistent link with the input since it may express a
linear relationship (Shedriko & Firdaus, 2023). Although linear activation is frequently
used in the output layer of deep neural networks for regression problems, its application
in hidden layers is limited. The network’s capacity to learn intricate, non-linear
representations is reduced when several linear layers are stacked together since this
produces a linear combination. The other challenge is that given the constant derivative,

the gradient lacks correlation with the input.

The expression for the input vector x transformation in a linear activation (with a range

of -infinity to infinity) is therefore shown in Equation 1 and 2 as:

F ) = X Equation 1
and the derivative is:
L) = A Equation 2

Since the derivative of the linear activation function is a constant, the gradient for all

input values is also constant.
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Non-linear activation functions introduce complexity and adaptability to neural
networks by enabling them to learn and represent non-linear relationships in the data.
The extensive use of nonlinear functions as activation functions in artificial neural
networks has a significant effect on their fitting capability. The computation of the
activation function and its derivative during training is time-consuming and resource-

intensive due to the function’s complexity (Raziani & Azimbagirad, 2022).

Rectified Linear Unit (ReLU), Sigmoid, Hyperbolic Tangent (tanh), and variants such
as Leaky ReLU and Parametric ReLU are all prevalent non-linear activation functions.
RelLU, for example, implements non-linearity through the substitution of negative
values with zero, thereby enabling the network to comprehend complex patterns. The
compression of input values into specific ranges by sigmoid and tanh functions is
advantageous for binary classification tasks. The successful operation of deep neural
networks is contingent on their ability to incorporate non-linearity, which permits them
to comprehend hierarchical representations and nuanced features within diverse
datasets. The Sigmoid function, which produces values between 0 and 1, is one of
several frequently used activation functions. It is also called the logistic activation
function, and is frequently used in the output layers of binary classification models.
Similar to the Sigmoid function but with a wider range, the Hyperbolic Tangent (tanh)
function has an output range of -1 to 1 (Hertel et al., 2020).

A popular activation function in hidden layers, the Rectified Linear Unit (ReLU)
outputs the input for positive values and zero for negative ones, resulting in
computational efficiency. Leaky ReLU permits a tiny gradient for negative inputs in
order to solve the ‘dying ReLU’ issue, which arises when neurons may go dormant
during training. This idea is expanded upon by Parametric ReLU (PReLU), which
allows for the learning of the negative slope during training (Kim & Chung, 2019). An
even better option to ReLU that considers both positive and negative values is the
Exponential Linear Unit (ELU). An activation function called the Scaled Exponential
Linear Unit (SELU) was created to improve neural network performance, especially in
deep networks. SELU solves issues related to the vanishing and exploding gradient
problem and helps neural networks self-normalize (Lee & Kim, 2023). Table 7 shows

the equations and derivatives of the various activation function.
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Table 7: Equations and Derivatives of Various Activation Functions

Activation function

Equation (f(x))

Derivative (f'(x))

Binary step

Hyperbolic Tangent (tanh)

Rectified Linear Unit (ReLU)

Parametric ReLU (PReLU)

Exponential Linear Unit (ELU)

Leaky Rectified Linear Unit (Leaky
RelLU)

Sigmoid

Scaled Exponential Linear Unit (SELU)

(0 ifx<0
f(x)‘{1 if x>0
f(x)tanh(x) = X+e:x

f(x) = max(0, x)

ax ifx<0
f(x)={x ifx=0

(where a is a learnable parameter)

ale*—1) ifx<0
f =17 .
ifx=0
(where a is a commonly set to 1)

ax ifx<0
f(x):{x ifx=0

(where a is a small positive constant)

f&) =

1+e™*

if x>0
fo) = {a(e -1) ifx<0
(where A and a are constants usually set
to 1.0507 and 1.67326 respectively)

ffx)y=0 Equation 3
e¥ —e X\?% Equation 4
e =1-(Gre=)
oy (0 ifx<O0 Equation 5
f(x)‘{1 if x>0
_ ifx<0 Equation 6
FO={1 ez
_ { f)+a ifx<0 ... Equation 7
B ifx=0
_ ifx<0 Equation 8
f'e) _{ if x>0
') =fx).(1=f(x) e Equation 9
1 ifx>0 ... Equation 10

1(x) —
f A'{A*ae"ifxso
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These activation functions are crucial in determining how information is processed and
learned by neural networks in both forward and backward passes. The particulars of the
task and the properties of the data being processed determine which activation function
is best (Joy et al., 2020).

2.2.3 Regularization Techniques

Regularization techniques are basic tactics used in machine learning models to prevent
overfitting and enhance the model’s overall capacity for generalization. By adding
limitations to the learning process, these strategies keep the model from becoming too
intricate and training data-specific. (Fikadu Tilaye & Pandey, 2023). There are various
regularization methods including dropout, batch normalization, early stopping and
Learning rate.

Dropout works like an ensemble strategy in training by randomly deactivating a section
of the neurons. This reduces dependency among the neurons and prevents overfitting.
By adding noise during training, this technique introduces regularization and mitigates
internal covariate shift by normalizing inputs in a layer to have zero mean and unit

variance.

Batch Normalization (BatchNorm) is a technique utilized to normalize layer inputs
batch by batch, thereby improving the stability of deep neural networks and accelerating
the training process. By dividing the result obtained by subtracting the batch mean by
the batch standard deviation, the input of each neuron is normalized (Xiao et al., 2022).
By means of this normalization, concerns such as internal covariate shift are mitigated,
and higher learning rates are made more feasible. The BatchNorm operation is

frequently implemented prior to the activation function within a neural network layer.

Early stopping prevents overfitting by terminating training when validation
performance reaches a plateau when the model is being monitored on a validation set
during training (Ditton et al., 2022). The model’s performance on a validation set is
assessed throughout the training process. In order to prevent overfitting, training is
terminated after a predetermined number of consecutive epochs pass with no

improvement. Early stopping necessitates setting a patience parameter, indicating the
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number of epochs without improvement before terminating training. It functions as a

method of model selection employing the performance of the validation set.

The learning rate is one of the deep learning optimizer’s hyper-parameters. The step
size that a model takes to get to the minimum loss function is controlled by the learning
rate. The model learns more quickly at a greater learning rate, but it may only reach the
surrounding area and miss the minimum loss function. A smaller learning rate increases
the likelihood of locating a minimum loss function. Lower learning rates require larger

epochs, or more time and memory capacity, as a trade-off, as depicted in Figure 5.
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Figure 5: Illustration of the Learning Rates

The choice of regularization approach is influenced by several aspects, including the
complexity of the model, the unique problems presented by the learning job, and the

properties of the data. To find the best regularization approach for a particular situation,
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it is frequently required to do experimentation and validation using a different dataset
(Wu et al., 2020). Each of these regularization techniques fulfils a distinct function, and
their integration or utilization can enhance the machine learning model’s capacity for
generalization. The selection of regularization methods is contingent upon the

particular attributes of the data and the neural network’s architecture.

2.2.4 Layers

Optimizing the performance of a neural network requires fine-tuning its hyper-
parameters. A good way to optimize a network is to change its design by modifying its
layers. Changing the number of layers in the neural network is the first method of using
layers to modify hyper-parameters as depicted in Figure 6. Adding depth may capture
more complicated information, but it also raises the risk of overfitting. For a more
straightforward problem, fewer layers are sufficient; nevertheless, more layers are
required to construct a model for a more complex problem. The ‘for loop’ iteration can
be used to adjust the number of layers. (Shedriko & Firdaus, 2023).

—
L v L
R
Input layer Hidden layer(s)
| bropoutiayer |
g @
- Ay @ N
@~ @ @ A L
@ s
Input layer Hidden layer(s)

Figure 6: lllustration of the Dropout Layers

The second method involves adjusting the number of neurons in each layer (Lee &
Kim, 2023). Higher counts allow the network to learn more complex representations,

but they also raise the risk of overfitting, especially with fewer samples.
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2.2.5 Impact of Hyper-Parameters Tuning on Model Performance

By fine-tuning hyper-parameters, it is possible to improve the accuracy or predictive
performance of a given model (Cui et al., 2023). Optimal hyper-parameters can assist
the model in more effectively capturing the underlying patterns and relationships in the

data, resulting in more accurate predictions.

The complexity and generalization capabilities of a model are determined by its hyper-
parameters (Joy et al., 2020). The selection of suitable hyper-parameters plays a crucial
role in enhancing the model’s ability to generalize effectively to new, unknown data,
hence mitigating the risks of both overfitting and underfitting. Overfitting is a
phenomenon that arises when a model exhibits excessive complexity, leading to a high
degree of similarity between the model’s predictions and the training data.
Consequently, the model’s performance on fresh, unseen data is compromised and
tends to be sub-optimal. On the contrary, underfitting arises when the model is
excessively simplistic and unable to accurately represent the inherent patterns within
the data. The process of tuning hyper-parameters can effectively strike a compromise
between the issues of overfitting and underfitting, ultimately leading to an improvement

in the model’s capacity to generalize (Fikadu Tilaye & Pandey, 2023).

The training procedure’s speed and efficacy can be influenced by specific hyper-
parameters. The learning rate plays a crucial role in optimization by determining the
magnitude of the steps taken, which in turn affects the rate at which the model
converges. The optimization of hyper-parameters has the potential to accelerate the
process of convergence, resulting in a decrease in the amount of training time needed
to achieve satisfactory performance. The impact of hyper-parameters on the resistance
to data noise and variability can be observed. By adjusting the hyper-parameters related
to regularization or model complexity, it is possible to enhance the robustness and
resilience of the model against the presence of noisy or uncertain data (Kim & Chung,
2019). The interpretability of the model can be influenced by specific hyper-parameters.
In the context of linear models, it is observed that the regularization strength has the
potential to influence the sparsity of the coefficients, thereby leading to an improvement
in the interpretability of the model (Ismail Fawaz et al., 2019).
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2.3 Common State-of-Art Violence Detection Techniques

In recent years, there has been arise in the development of deep learning-based methods
for violence detection, alongside traditional strategies that rely on local and global
features (Vosta & Yow, 2022). Figure 7 shows the basic steps involved in violence
detection.
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Figure 7: Basic Steps Involved in Violence Detection (Vosta & Yow, 2022)

2.3.1 Violence Detection Based on Local Features

The core of this methodology involves the retrieval of localized characteristics. The
aforementioned are distinct points of interest within a visual representation, such as an
image or video frame, that possess noteworthy data pertaining to the fundamental
subject matter. In order to achieve this objective, computer vision techniques such as
Scale-Invariant Feature Transform (SIFT), Speeded-Up Robust Features (SURF), and
Oriented FAST and Rotated BRIEF (ORB) are utilized. These algorithms
systematically and precisely detect and extract certain characteristics within a given
context, hence ensuring comprehensive observation without overlooking any detail
(Khan et al., 2019).

In addition to the mere identification of certain regional characteristics, the subsequent
stage entails the transformation of those characteristics into descriptive representations
or vectors that convey meaningful information. These descriptors aim to encompass

both the visual appearance of these features and the surrounding context in which they

49



are situated. Histogram of Oriented Gradients (HOG), Local Binary Patterns (LBP),
and Colour Histograms are often employed descriptors. The aforementioned procedure
converts unprocessed visual data into measurable and analyzable representations (Xiao
etal., 2022).

2.3.2 Violence Detection Based on Global Features

Fundamentally, violence detection with global features entails the process of extracting
and analyzing features that encompass the entirety of the visual content present in an
image, video, or frame. In contrast to local features, which concentrate on particular
locations or points of interest, global features consider the wider context and qualities
of the entire content. The aforementioned features function as a comprehensive
depiction of the visual data, encompassing fundamental patterns and pertinent

information (Convertini et al., 2020).

The initial stage of this procedure entails the extraction of global features from the
multimedia information. Various strategies are utilized to accomplish this objective,
encompassing colour histograms, texture analysis, and statistical evaluations of image
characteristics. The aforementioned global features provide valuable insights into the
overall distribution of colours, variations in texture, and statistical qualities of the
content, so creating a full representation of its visual attributes (Wang et al., 2021).

2.3.3 Violence Detection Based on Deep Learning Techniques

The fundamental principle underlying the identification of violence through deep
learning techniques is rooted on the utilization of deep neural networks. These neural
networks are specifically engineered to emulate the cognitive capacity of the human
brain in identifying and discerning patterns and characteristics within intricate and
multi-dimensional datasets, such as photos and videos. The utilization of deep learning
techniques enables violence detection models to acquire a profound comprehension of
the content they evaluate, hence enhancing their efficacy significantly (Padamwar,
2020).

Convolutional Neural Networks (CNNs) play a pivotal role in the domain of deep

learning for the purpose of violence detection. They are purposefully designed to
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effectively process data organized in a grid-like pattern, such as images and frames
extracted from video sequences. CNNs exhibit remarkable efficacy in autonomously
extracting salient features and patterns from raw visual data, a critical characteristic for
the identification of violent material (Vosta & Yow, 2022). Neural networks consist of
multiple hierarchical layers, including convolutional, pooling, and fully linked layers.
The layers employ a methodical approach to extract and integrate data across different
scales (Saif & Rasyid, 2020). Table 8 compares the three techniques commonly used
for violence detection.

Table 8: Comparison of Various Violence Detection Techniques

Violence Detection Advantages Disadvantages

(VD) Technique

VD based on local Has the capacity to furnish Exclusively emphasizing
features comprehensive insights into local elements may fail to

VD based on global
features

VD based on deep
learning techniques

distinct instances of violent
behaviour depicted in a video.

Has the ability to effectively
capture the comprehensive
temporal dynamics associated
with violence. This stands in
contrast to local features,
which  may inadvertently
overlook or fail to fully
encapsulate such dynamics.

Have relatively higher levels
of accuracy and possess the
capability to autonomously
acquire pertinent features from
unprocessed  data, hence
obviating the necessity for
manual feature engineering.

encompass the wider
context and temporal
evolution of violence.
Insufficient granularity:
The utilization of global
features may not offer
comprehensive
elucidation into  the
precise  activities or
individuals implicated in
acts of violence.
Frequently necessitates
substantial quantities of
annotated data for the
purpose of training, a
resource that may not
consistently be
accessible for the task of
violence detection.

Deep learning models utilized in violence detection are

specifically engineered to

leverage the hierarchical information acquired by CNNs. In addition to the CNN layers,

it is possible to integrate Recurrent Neural Networks (RNNs), Long Short-Term

Memory (LSTM) networks, or 3D CNNs in order to effectively capture temporal

dependencies present in video footage. These architectural designs enable the model to

effectively analyze sequential frames, hence enhancing its ability to recognize instances

of violence occurring over a period of time (Zhou et al., 2018). The selection of
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methodology in practical applications is contingent upon the accessibility of data, the
desired granularity in violence detection, and the balance between interpretability and

precision.

2.3.4 Evaluation of Existing State-of-Art Deep Learning Techniques

The efficacy of violence detection models may exhibit variability contingent upon
multiple elements, encompassing the overall quality of the data, the intricacy of the
violence detection undertaking, and the particular model framework and methodologies
employed (Chogueluque-Roman & Camara-Chavez, 2022). The efficacy of violence
detection models heavily relies on the presence of diverse and high-quality training
data. There is a higher likelihood of achieving satisfactory performance in real-world
situations when employing models that have been trained on accurately labelled

datasets that are representative of the target domain (Xiao et al., 2022).

The efficacy of a model is also contingent upon the intricacy of the violence detection
task. The task of detecting violence in a controlled environment, where there are distinct
visual indicators, is likely to be less challenging compared to identifying subtler or
nuanced manifestations of violence in real-world scenarios characterized by noise or
low-resolution video footage (Zhang et al., 2020). Moreover, the selection of the model
architecture is of considerable importance. Certain architectural designs may possess
superior capabilities in capturing spatial information, such as Convolutional Neural
Networks (CNNSs), whilst others demonstrate exceptional proficiency in modelling
temporal dynamics, such as Recurrent Neural Networks (RNNSs) or Three-Dimensional
Convolutional Neural Networks (3D-CNNs). The integration of many modalities,
including as video and audio, has the potential to augment efficacy by offering a more
holistic perspective on the subject matter. The evaluation of a model’s efficacy should
encompass not just its capacity to identify instances of violence, but also its
commitment to fairness and the reduction of bias (Ehsan et al., 2023). The presence of
disproportionate flagging of specific demographic groups or the manifestation of biases
in models can raise ethical concerns. Table 9 summarizes the various studies that have
been done on violence detection using deep learning techniques, and their accuracy

levels.
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Table 9: Previous Violence Detection Studies Using Deep Learning

Study Title Technique Used Scene Type Accuracy Reference
Violence Detection using 3D CNN 3D CNN Crowded 91% Ding et al. (2014)
Deep architecture for place recognition VGG VLAD method for Crowded 87%-96% Arandjelovic etal.
image retrieval (2016)
Framework for football stadium comprising of Bidirectional LSTM Crowded 94.5% Fenil et al. (2019)
big data analysis and deep learning through
bidirectional LSTM
Violent scene detection using CNN and deep MFB Crowded 90% Mu, Cao & Jin (2016)
audio features
Detect violent videos using Conv-LSTM CNN along with the Conv- Crowded 97% Sudhakaran & Lanz
LSTM (2017)
Detecting Human Violent Behavior by Deep CNN Crowded 98% Meng, Yuan & Li
integrating trajectory and Deep CNN (2017)
ViolenceNet: Dense Multi-Head  Self- 3D DenseNet Crowded 95.6% Rendodn-Segador et al.
Attention with Bidirectional Convolutional (2021)
LSTM
Violence detection method based on a bi- Linear SVM and CNN Both  crowded 95.90 £ 3.53 accuracy in Xia et al. (2018)
channels CNN and the SVM. and uncrowded Hockey fight, 93.25 £ 2.34
scenes accuracy in  Violence
crowd
Trajectory-Pooled  Deep  Convolutional ConvNet model which Both  crowded 92.5% accuracy in Crowd Meng et al. (2020)

Networks

Violence Detection using Spatiotemporal
Features

contains 17 convolution
pool-norm layers and two
fully connected layers

Pre-train Mobile Net CNN
model

and uncrowded

Crowded

Violence, 98.6%
Hockey Fight dataset

97%

Ullah et al. (2019)
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2.3.4.1 Performance Metrics

Within the domain of machine learning, the assessment of a model’s performance holds
significant importance. Various metrics are utilized depending on the specific
characteristics of the problem being addressed (Vosta & Yow, 2022). In classification
tasks, there are several commonly used metrics to evaluate the performance of models.
These metrics include accuracy, which quantifies the correctness of predictions;
precision, which measures the accuracy of positive predictions; recall, which assesses
the model’s ability to identify all positive instances; F1-score, which provides a
balanced measure of precision and recall; and ROC-AUC (Receiver operating
characteristic curve- Area under Curve), which evaluates the trade-off between true
positive and false positive rates. In regression tasks, it is common practice to employ
various metrics such as Mean Squared Error (MSE), Root Mean Squared Error
(RMSE), Mean Absolute Error (MAE), and R-squared to assess the accuracy of
predictions. The selection of metrics is contingent upon the particular objectives of the
model, with certain metrics prioritising error minimization and others seeking to strike
a balance between various performance aspects. These metrics are all aligned with the

overarching goal of the model under consideration (Magdy et al., 2022).

According to Kharazmi et al. (2018), when evaluating violence detection models, it is
crucial to analyze the trade-offs associated with these indicators, while also considering
the specific requirements of the surveillance system. For instance, in scenarios where
minimizing false alarms is of great significance, particularly in public safety contexts,
it may be prudent to prioritize precision. In the context of security situations, if the main
goal is to guarantee the identification of every occurrence of aggressive behaviour, it
could be prudent to give precedence to the measure of recall. In addition, it is crucial to
assess performance metrics with ethical considerations, which include concepts of
equity and prejudice, to ensure the model consistently and responsibly behaves across
different demographic groups and surveillance scenarios. In Table 10, a comparison is
made between the benefits and drawbacks of the various common performance metrics,
as well as how these metrics relate to the different facets of a model’s overall

performance.
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Table 10: Comparison of Commonly Used Performance Metrics

Performance
Metric

Strengths

Weaknesses

Accuracy

Precision

Recall

F1-score

ROC AUC

Confusion matrix

Offers a straightforward and easily understandable
metric for assessing the overall accuracy of a model.

Has great focus on reducing the occurrence of false
positive results.

This approach places significant emphasis on the
reduction of false negatives.

Achieves a harmonious equilibrium between precision
and recall.

This approach is beneficial in situations when one seeks
to identify a balance between the occurrence of false
positives and false negatives.

It offers valuable perspectives on the model’s capacity to
differentiate between different classes across different
threshold configurations.

Provides a broad perspective on performance.

Provides a comprehensive analysis of the concepts of
true positives, true negatives, false positives, and false
negatives.

Misleading results may arise in imbalanced datasets
characterized by a substantial disparity in class
frequencies.

The potential for heightened levels of attention may
come at the cost of diminished ability for recall.

The potential for more false alarms may arise due to the
prioritization of high values over precision.

The relative relevance of precision and recall may
change across different applications, thus making it a
sensitive matter.

The provided information does not explicitly specify
the most favourable threshold for making decisions.

Further analysis is necessary in order to calculate
summary metrics such as accuracy, precision, recall,
and F1-score.
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2.3.4.2 Computational Efficiency

It is crucial, when assessing the computational efficacy of deep learning models, to
evaluate the model’s utilization of available computational resources. These
components consist of time, memory, and computational capacity, all of which are
critical in practical scenarios where these resources may be scarce. Efficiency is
significantly impacted by the number of parameters that determine the scale of a model
(Magdy et al., 2022). The nimbleness of smaller models, which necessitates less
memory and permits expedited processing, proves particularly advantageous for

devices that have restricted computational capabilities.

A model’s utilization of the hardware it operates on can significantly improve its
efficacy. Significantly accelerating training and inference can be achieved by
optimizing for particular CPU (Central Processing Units) architectures, utilizing
specialized hardware such as TPUs (Tensor Processing Units), or leveraging GPUs
(Graphical Processing Units) for parallel processing. Training durations can be
drastically reduced when the computational burden is distributed across a cluster of
machines or multiple GPUs for exceptionally large models or datasets (Huo & Huang,
2017). Such distributed training is supported by contemporary frameworks, which

stretch the limits of what can be accomplished in terms of efficiency.

The temporal duration required for a model to generate predictions, known as the speed
of inference, holds significant importance in applications that require real-time analysis.
Rapid inference facilitates instantaneous decision-making, which is critical in industries

such as autonomous driving and instant fraud detection (Cui et al., 2023).

Ultimately, the energy usage associated with the operation and training of deep learning
models is gaining increasing significance. There is a growing global awareness of the
importance of sustainability, which is leading to an increased preference for models
that balance performance and energy efficiency (Rachna et al., 2023). Securing an
optimal equilibrium between precision and resource utilization not only enhances the
cost-effectiveness of deep learning models but also facilitates their scalability in

response to growing data demands.
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2.3.4.3 Robustness and Generalization

The efficacy of deep learning models is significantly influenced by their resilience and
adaptability, particularly when confronted with the unpredictability inherent in real-
world data (Vidyabharathi & Mohanraj, 2023). Resilience, also known as robustness,
pertains to the capacity of a model to sustain consistent performance in the presence of
defective or ‘noisy’ input data. Real-world data frequently possesses a multitude of
flaws, including unforeseen noise in audio recordings, visual data distortions, and text
data usage that deviates from the norm. A resilient model is capable of efficiently

managing these irregularities while continuing to provide precise predictions.

Generalization, or adaptability, pertains to the capacity of the model to effectively
implement acquired patterns on unfamiliar datasets that were not under the training set.
A model that demonstrates robust generalization is capable of effectively applying the
insights it has acquired from a single dataset to various datasets, thereby extending its

utility beyond the particular circumstances of its training set (Batyrkhan, et al., 2022).

Typically, models undergo testing for these attributes employing distinct validation
datasets, which offer insights into their potential performance across various scenarios.
Methods such as cross-validation, which involve a revolving partitioning of the
available data into subsets for training and validation purposes, provide additional
understanding regarding the robustness and generalizability of a model. Within the
domain of security, robustness further pertains to the model’s ability to withstand
adversarial assaults, which involve intentional manipulations of input data with the
intention of misleading the model. When security is of the utmost importance in an

application, it is critical that models are not readily duped by such strategies.

A prevalent method utilised to enhance robustness and generalizability is data
augmentation. This process entails augmenting the training dataset with modified
iterations of pre-existing data points, including synonym-replaced text or adjusted
images, in order to expose and educate the model against a more extensive range of

scenarios.
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The overarching objective is to construct models that exhibit not only strong
performance on their training data but also consistent accuracy and dependability when
confronted with diverse conditions and datasets (Jaiswal & Mohod, 2021). Such models
would serve as beacons of practical applications, showcasing genuine robustness and

generalizability.

2.3.4.4 Scalability

The concept of scalability within the context of deep learning signifies the capacity of
a model to efficiently handle increasing data volumes or more intricate tasks. A model
that exhibits strong scalability is capable of maintaining or improving its performance
when confronted with larger datasets or more complex computational tasks (Theodoros
et al., 2008).

In the context of managing extensive quantities of data, a scalable model ought to
possess the ability to process and acquire knowledge from this augmented information
without experiencing substantial degradations in processing velocity or model
precision. Frequently, this necessitates the development of models capable of
efficiently parallelizing operations by employing multi-core processing units or

leveraging the capabilities of distributed computing systems.

In addition, scalability pertains to the adaptability of the model’s implementation across
various platforms, including powerful cloud servers and devices with restricted
processing power, such as mobile phones or Internet of Things (loT) devices (Howard
et al., 2013). Achieving optimal performance of models across diverse hardware
profiles frequently necessitates the careful management of the model’s computational
requirements and complexity. Fundamentally, a scalable deep learning model is one
that possesses the capability to seamlessly adapt to expanding data volumes, intricate
tasks, and diverse deployment environments, all while preserving or enhancing its

efficacy and precision.

2.3.5 Limitations of Current State-of-the-Art Methods
Due to the complex image data that is involved and the extensive processing necessary

to extract valuable information, video analysis is a difficult subject (Convertini et al.,
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2020). Based on the comprehensive literature assessment done, it can be inferred that
specific approaches utilized in prior research necessitate additional refinement in order

to address current constraints.

The constraints of the study encompass several factors, including a lack of adequate
data frames obtained from video segments, challenges in effectively reducing false
alarm rates, and the substantial processing requirements associated with real-time
detection (Wang et al., 2021). Consequently, this study will focus on minimizing
required computational resources and reducing false-positive alarms in the violence
detection model. The rate of false-positive alarms is inversely proportional to the

accuracy, which will be our primary optimization objective.

2.4 Proposed Architecture for Violence Detection in Surveillance Footage

The Convolutional Neural Network (CNN) module of the model is utilized to extract
spatial features. The Long Short-Term Memory (LSTM) network component is
employed for temporal processing of feature maps derived by the CNN. A linear
Support Vector Machines (SVM) finally makes a classification of the input video
sequence as either violent or non-violent, relying on the output of the Conv-LSTM
component. The proposed architecture will involve collection of the footage,
segmentation, video preprocessing, object detection, feature extraction and activity
classification, as illustrated in Figure 8.

Frame Extraction Temporal Feature Spatial Feature
(Uniform Extraction Extraction

Input Video
sampling)

Binary
Classification

Non- Violent Violent

Figure 8: The Proposed Conv-LSTM-SVM Architecture
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CHAPTER THREE
RESEARCH METHODS
3.1 Study Site
The development, training, validation and testing of the model was done on the cloud,
using Google Colab platform that was accessed from Chuka University’s main campus,

which is located in Chuka Igambang’ombe Constituency, Ndagani Location.

3.2 Research Design

In this study, the experimental research design was adopted as depicted in Figure 9. The
model was trained and evaluated on the UCF-Crime dataset to determine its accuracy
and robustness at detecting violence in surveillance footage. The performance of the
model was evaluated using metrics such as accuracy, precision, recall, and F1-score. A
comparative analysis of the model’s average computational performance relative to
other cutting-edge models was also conducted. External validity of the model was tested

using the RWF-2000 dataset for violence detection.

3. Model Training

1.Data Preparation .
Hyperparameter Tuning

UCF Crime Dataset
Run Training
Training Data
Test Data 4. Model Testing
Test Model
Validation Data
2.Systam Modelling

5. Model Validation

Conv-LSTM-SVM
Review Results

LSTM
NN
6. External Validation
Conv-LSTM RWF-2000 Dataset

Figure 9: Research Design
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The experimental research design was ideal for this study because it allowed the control
and manipulation of specific hyper-parameters (for example the learning rate, kernel
size, etc.) of the developed models. The design was also well suited to help in
establishing cause-and-effect relationships, while and produces replicable outcomes.

3.3 Framework

The development of the model was done on the cloud using the TensorFlow framework.
The training and validation of the model was done online on Google Cloud Platform
(GCP) and Google Colab platform.

3.3.1 TensorFlow Framework

TensorFlow is a deep learning framework that has been developed by the Google Brain
team and is available as an open-source software. The framework is well regarded and
extensively employed for developing and training deep neural networks. TensorFlow
is widely recognized for its notable attributes including its adaptability, capacity for
expansion, and comprehensive assemblage of tools and libraries (Syed, 2020).

TensorFlow offers robust assistance for GPU (Graphical Processing Unit) and TPU
(Tensor Processing Unit) acceleration, facilitating expedited training and inference on
hardware accelerators. Furthermore, it effectively integrates with Keras, an advanced
neural networks API (Application Programming Interface). This is important since the
model’s code will be written in Python using the Keras library. The utilization of
Keras’s user-friendly syntax facilitates the development, training, and testing of deep

learning models.

3.3.2 Keras Library

Keras is a highly regarded library within the domain of deep learning, providing a
Python-based structure that functions as an intuitive interface for convolutional neural
networks. At its inception, Keras operated as an independent interface; nevertheless, it
presently operates predominantly with TensorFlow. In the past, it also provided support

for other backends such as Theano and the Microsoft Cognitive Toolkit.
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According to Huang et al. (2018), the design of the library is distinguished by its
straightforwardness, guaranteeing users constructing and deploying neural network
models a seamless experience. Keras, by virtue of its modular design, enables
professionals to construct networks akin to foundational components, thereby providing
an extensive array of adaptability and personalization. An inherent benefit of Keras lies
in its ability to facilitate swift prototype development. Convolutional and recurrent
network construction is a straightforward procedure due to the API’s (Application
Programming Interface) intuitive nature. The simplicity of use is also evident in the
library’s expansion, as the incorporation of new modules is a seamless procedure that

fosters creativity and trial and error.

Keras has emerged as a fundamental instrument in both scholarly research communities
and practical industries owing to its user-friendliness and effectiveness (Yao et al.,
2009). Keras was completely incorporated as the preferred high-level APl with the
release of TensorFlow 2.x, solidifying its status as a crucial element in the TensorFlow
ecosystem.

3.3.3 Google Colab Platform

Google Colab is a free, cloud-based machine learning and data science platform that
provides consumers with access to GPUs (Graphical Processing Units). In this study, it
was utilized to train and evaluate the Convolutional Long Short-Term Memory
Network and Support Vector Machine (Conv-LSTM-SVM) model for detecting
violence in surveillance footage. Google Colab was used to expedite the development
and experimentation of the Conv-LSTM-SVM model, making it faster and more
efficient than CPU (Central Processing Unit) based techniques. It also provided a cloud
based, collaborative environment that could be accessed from anywhere, making it an

effective teamwork tool.

Google Colab provides a Jupyter notebook environment for writing and executing code.
The notebook was utilized to develop and test the Conv-LSTM-SVM model, in addition
to testing alternative hyper-parameters and viewing the results. It also provided access
to Google Drive, where project related information was stored and retrieved. This was

essential for managing the datasets and storing model checkpoints and results.
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3.3.4 Google Cloud Platform

The model was trained on the Google Cloud Platform (GCP), which was accessible via
the GCP console. GCP is an extensive collection of cloud computing services supplied
by Google. It includes storage, machine learning, networking, databases, and analytics,
among other things. GCP offered the infrastructure and tools necessary for developing,

deploying, and managing cloud-based applications and services.

3.4 Dataset

Secondary data, the UCF-Crime dataset, was utilized for the purposes of training,
validation, and testing of the model. The selection of the data collection was based on
its high quality and size. Additionally, the RWF-2000 dataset was used to test for
external validity of the model. The two datasets were stored and accessed from Google

drive using the file path link file path = “/content/drive/MyDrive/”.

3.4.1 Dataset Size and Quality

The UCF-Crime dataset is a large collection of 1,900 real-world surveillance videos. It
contains 128 hours of footage and 13 realistic anomalies, including driving accidents,
assaults, robberies, explosions, fighting, theft, shoplifting, and vandalism (UCF Crime
Dataset, 2021).

The significant influence these particular anomalies have on public safety led to their
selection. The dataset accomplishes two goals: it allows individual identification of
each of the 13 abnormal behaviours and general anomaly detection by grouping all
anomalies into one category and normal activities into another. This dataset may have
broad applications, especially in the fields of public safety and surveillance.
Researchers and professionals working to create and evaluate anomaly detection
algorithms and systems may find it useful. The dataset also has normal events
containing videos where no crime occurs, including both indoor and outdoor scenes as

well as day and night time scenes as it is illustrated in the Figure 10.

The quality of a dataset is influenced by its representativeness. In order to guarantee
that models are trained on a wide range of scenarios, it is imperative that the coverage

of criminal activity encompasses a broad spectrum. With thirteen distinct anomalies
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representations, the UCF-Crime dataset can be considered as representative. The
realism of the UCF-Crime dataset is essential for creating models that function well in

real-world surveillance applications.

Arson Abuse

Accident

Explosion

S LR LSl LS

Figure 10: Sampled Instances in t

The videos depicting acts of violence were selectively edited to include solely the
segments featuring violent content. The model was trained on this dataset for 100
epochs, with a split scheme of 80% for training, 10% for validation and 10% for testing
as proposed by Xiao et al., (2022). The UCF-Crime Dataset has thirteen categories of

distinct anomalies, and one for normal activities as depicted in Table 11.

Table 11: Video Categories in UCF-Crime Dataset

Video Category Number of videos
Abuse 50
Arrest 50
Arson 50
Assault 50
Burglary 100
Explosion 50
Fighting 50
Road Accident 150
Robbery 150
Shooting 50
Shoplifting 50
Stealing 100
Vandalism 50
Normal 950
Total Videos 1900
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The rationale for choosing this dataset was that it is derived from real-life occurrences
that are representative of everyday experiences that can transpire on a regular basis and
in various locations. Many academic publications utilize either a manually curated
dataset or a specific dataset that shares similar characteristics and context (e.g., a dataset
focused on hockey fights or movies). These datasets are not commonly encountered in

our everyday lives.

3.5 External Validity

External validity refers to the degree to which a measurement remains consistent when
evaluated in various settings. If the results of a study are regularly reproduced through
replication, it can be inferred that they possess a high degree of reliability (Rosenzweig,
2016). The reliability of a machine learning model can be assessed by subjecting it to
various datasets within the same problem domain and examining the consistency of the

results obtained for the tested parameter across these datasets.

The external consistency of the model was tested using unseen RWF-2000 dataset to
determine generalizability across different surveillance video domains. The RWF-2000
dataset has a total of 2000 video samples, equally divided into two categories of 1000
instances of violent behaviour and 1000 instances of non-violent behaviour. These
videos were captured by security cameras in various real-life scenarios (Papers with
Code - RWF-2000 Dataset, n.d.).

The RWF-2000 has been specifically engineered to incorporate complex situations,
which encompass occlusions, varying lighting conditions, and different environmental
settings. This assures that the models trained on this dataset exhibit resilience when

confronted with problems encountered in real-world scenarios.

The RWF-2000 dataset holds significant relevance for applications in security and
surveillance due to its emphasis on real-world events and its ability to detect anomalies.
In these domains, the identification of atypical actions is of utmost importance. Figure
11 shows a snippet of the RWF-2000 dataset that was employed to test for external
validity.
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Figure 11: Snippet of RWF Dataset (Papers with Code - RWF-2000 Dataset, n.d.)

3.6 Proposed System Modelling

A system model is a conceptual representation of the actual model. System modelling
provides developers with a complete and diverse range of viewpoints on the system
(Gritzalis & Lian, 2013).

The proposed architecture for detecting violence in surveillance footage using
Convolutional Long-Short-Term Memory and Support Vector Machine (Conv-LSTM-
SVM) incorporated the advantages of both deep learning and conventional machine
learning techniques. The architecture of the Conv-LSTM-SVM can is illustrated in
Figure 12.
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Figure 12: Conv-LSTM-SVM Architecture for Violence Detection

3.6.1 Data Preparation and Pre-processing

The videos were transformed using OpenCV, Python’s Open-Source Computer Vision
Library, into a format that could be accessed by Python. Python is capable of
manipulating the OpenCV array structure for characterization when combined with
other libraries, such NumPy. Visual patterns and their many attributes were found by
using the vector space and mathematical operations on these aspects. Prior to feature

extraction and model training, the videos were pre-processed into an array in NumPy.

The process of data preparation and pre-processing has significant importance within
the machine learning pipeline. These processes encompass the tasks of data cleaning,
transformation, and structuring unprocessed data into a suitable format that can be
effectively utilized for model training and evaluation. To enrich the dataset, data
augmentation was applied, with transformations that included image cropping,

transposition and dark edges removal as shown in Figure 13 and Figure 14.
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Figure 13: Dark Edge Removal
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Figure 14: Cropping of the Images

As proposed by Jaiswal and Mohod (2021), each of the thirteen video categories with
anomalous activities was categorized into three groups, namely theft, vandalism, and

violent behaviours as illustrated in Table 12.

Table 12: Preparation of UCF-Crime Dataset

Group Name Video Categories Number
of Videos
Theft Burglary, Robbery, Shoplifting, Stealing 400
Vandalism Arson, Explosion, Road Accident, Vandalism 300
Violent Behaviours Abuse, Arrest, Assault, Fighting, Shooting 250
Normal Normal 950
Total 1900
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The video dataset was prepared and labelled as either violence (1) or non-violent (0) as
illustrated in Table 13. All the videos in the theft, vandalism and violent behaviour sub-

set were categorized as violent.

Table 13: Labelling of The Dataset
Violent Class (1) Number of videos  Non-Violent Class (0) Number of

videos
Theft 400 Normal 950
Vandalism 300
Violent Behaviours 250
Total 950 950

Data augmentation was done, utilizing the diverse array of built-in techniques provided
by Keras. The process of augmentation serves to enhance the diversity and scope of the
dataset, thereby enhancing the model’s resilience and ability to generalize. These
transformations were achieved by employing horizontal and vertical flipping, rotation,
and colour modifications as can be seen in Figure 15.

Figure 15: Transposition of The Images

For the RWF-2000 dataset, from the videos stored in the drive with thirty frames per
second (fps), a sequence of fifteen frames was generated by uniformly selecting every
sixth frame from a set of ninety consecutive frames as proposed by Wang et al., (2018).
The sequence of fifteen frames was used, with each frame adhering to the RGB standard

and possessing dimensions of 224x224. This is illustrated in Figure 16.
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Figure 16: Sampling of The Video Frames

Since most Pre-trained models only accept three dimensional inputs, the Time
Distributed Layer (TDL) was employed. The Time Distributed Layer wrapper (which
is included in the Keras library) was utilized to apply the convolution model to each

individual temporal slice of the input.

3.6.2 Spatial Feature Extraction using Convolutional Neural Network (CNN)

In order to extract spatial features, a transfer learning strategy using Convolutional
Neural Networks (CNN) was applied. Instead of starting the training process from
scratch, different Pre-trained CNN models were tried, including VGG (Visual
Geometry Group), ResNet (Residual Network), Inception, Xception and DenseNet. The
input of feature extractors was the converted videos (as NumPy arrays), which they
then processed through the various layers in accordance with the layers present in
various pre-trained CNNs to produce a range of output sizes. TensorFlow provided
access to these pre-trained models.

In the model, the input comprised a sequence of fifteen frames per second (15 fps)
arranged in chronological order. Consequently, the Time Distribution operation was
performed to each individual frame, and the weights of these layers were shared. In the

case of fifteen fps, the weights underwent a single adjustment rather than fifteen
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separate adjustments, and were thereafter allocated to each block inside the current time
distributed layer. The technique resulted in the generation of feature maps of 2048
channels. Subsequently, the feature maps underwent a flattening process, resulting in
a two-dimensional tensor with dimensions (15, 2048).

Following the feature extraction stage, the NumPy arrays extracted with the 3-
dimensional output shape were reshaped into 2-dimensional NumPy arrays in
accordance with their output shape. This tensor was then inputted into the LSTM (Long

Short-Term Memory), which consisted of 512 cells.

A comparative analysis of the different pre-trained CNN models was done do determine
the best pre-trained CNN to use in the development of the proposed violence detection

model.

3.6.3 Temporal Feature Processing using Long Short-Term Memory (LSTM)

To capture the temporal dynamics of violence in videos, feature maps derived from
video frames by the Convolutional Neural Networks (CNN) component of the
Convolutional Long-Short-Term Memory (Conv-LSTM) network were fed into the
Long-Short-Term Memory (LSTM) component. The re-shaped array from the pre-
trained CNN was used as the input for the LSTM that was created using the Keras
Sequential Model for temporal feature processing. Temporal processing using LSTM
is the process of capturing the dynamics of sequential data, such as time series, for a
specific task, such as violence detection in videos. In the developed model, the LSTM
had 512 cells that try to learn time relations between 15-time steps. In the model, each

of the fifteen sequences was processed through the LSTM layer independently.

The LSTM component of the Conv-LSTM network is a Recurrent Neural Network
(RNN) designed to deal with long-term dependencies in sequential data. Contrary to
traditional RNNs, which use fully connected layers to process sequential data, the
LSTM component of the Conv-LSTM network uses convolutional layers to process
feature maps extracted from video frames (Kritsis et al., 2019). The Conv-LSTM
network is therefore capable of capturing the spatiotemporal dynamics of violence in

videos.
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By analyzing feature map sequences extracted from video frames, the LSTM
component is trained to recognize violent patterns in videos. During training, the LSTM
component was fed sequences of feature maps from video frames and its parameters

updated based on the prediction error using its internal state.

3.6.4 Binary Classification using Linear Support Vector Machine (SVM)

The representations of the Convolutional Long-Short-Term Memory (Conv-LSTM)
layer were then sent to a Support Vector Machine (SVM) classifier. SVM is a form of
machine learning algorithm frequently employed for classification tasks such as video
violence detection. In the Conv-LSTM-SVM model for violence detection, the SVM
classifier was used to predict the presence of violence in a given video sequence based
on the Conv-LSTM network’s representations of the video sequences.

The SVM classifier separates data into distinct classes by constructing a hyperplane
boundary. The hyperplane is selected so that the margin or distance between the classes
is maximized, allowing for unambiguous differentiation between the classes. The SVM
classifier specifies the hyperplane using support vectors, a subset of the training data.
In the Conv-LSTM-SVM model for violence detection, the SVM classifier was trained
on Conv-LSTM network representations of video sequences. The training procedure
involved determining the optimal hyperplane that separates violent and non-violent
video sequences based on representations of the video sequences. During the training
process, the SVM classifier updated its parameters based on the prediction error,

allowing it to enhance its classification of violent video content.

3.7 Training and Validation of the Model

In this study, the UCF-Crime dataset was divided into three subsets: 80% for training,
10% for validation, and 10% for testing as proposed by Xiao et al., (2022), using the
train_test_split function. A separate dataset, the RWF-2000 was also used to perform a
cross-dataset validation of the hybridized model. The training of the model was done
with a n-fold cross validation technique. The model went through training over 10
epochs using various optimizers, and it was determined that the Adams optimizer

yielded the best results for the dataset. Weights of the network were then updated using
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backpropagation. Finally, the training and validation loss and accuracy curves were

plotted to provide an insight into the training process.

3.8 Hyper-parameter Optimization

Optimizing the hybrid Convolutional Long-Short-Term Memory and Support Vector
Machines (ConvLSTM-SVM) model’s hyper-parameters was essential to maximizing
its performance. Using a rigorous search process to methodically tune important model
topology and complexity characteristics allowed the construction of an architecture
specifically designed for violence detection. The methodical technique taken offered a
means of striking a balance between exploitation and exploration in order to effectively

traverse the search space.

Based on the literature review, three optimizers including, Adam (Adaptive Moment
Estimation), RMSprop (Root Mean Square Propagation) and SGD (Stochastic Gradient
Descent) were tried and used to update the weights of the neural network. For the
training, the binary cross-entropy loss was used as the loss function. A batch
normalization layer added before the Support Vector Machine (SVM) was introduced
to minimize the loss and speed up the training process. Dropout layers were also used
to reduce the overfitting of the model on the training data. Since the Radial Basis
Function (RBF) kernel can better simulate the non-linear distinction between violent
and non-violent clusters than linear or polynomial kernels, it was employed in the SVM

classifier.

Commonly used in binary classification tasks, the binary cross-entropy (BCE) loss
function was used to quantify the difference between the predicted probability of
violence and the actual label. The Conv-LSTM-SVM model computed the binary cross-
entropy loss for each input video sequence during the training procedure. The loss was
then backpropagated to update the CNN, LSTM, and SVM model parameters. The
objective of the training procedure was to minimize the BCE loss function while

classifying violent and non-violent video sequences with the highest possible precision.

A summary of the parameters that were optimized to ensure that the performance of the

developed model was maximized is shown in Table 14.
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Table 14: Summary of Model Parameters Optimized

Parameter Optimization Values/Options

Details

Optimizers Adam, RMSprop, and SGD

Loss Function Binary Cross-Entropy

(BCE) Loss
Batch Size 32-1024
Dropout Rate 0.1-0.6
Learning Rate (LR) 0.00001 - 0.01

SVM Kernels
Function (RBF)

Linear, Polynomial and Radial Basis

From the review of literature, the optimization methods Adam,
RMSprop, and SGD were tried.

BCE loss function was selected because it is the most ideal for
models that produce likelihood ratings for two categories:
violent and non-violent

We choose a batch size that strikes a compromise between
model performance, memory restrictions, and training
efficiency.

In order to prevent overfitting, higher dropout rates are
important to introduce additional regularization. However,
higher dropout rates could impede the training process.

Influences the rate of convergence and sets the gradient descent
optimization algorithm’s step size.

Since the RBF kernel can better simulate the non-linear
distinction between violent and non-violent clusters than linear
or polynomial kernels, it was employed in the SVM classifier.
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densenetl121 input input: [(None, 224, 224, 3)]
InputlLayer output: | [(None, 224, 224, 3)]
densenet121 inpait: (None, 224, 224, 3)

Functional output: (None, 7, 7, 1024)
reshape input: (None, 7, 7, 1024)
Reshape | output: (None, 1, 50176)

Istm inpait: (None, 1, 50176)
LSTM | output: (INone, 64)
A J
dropout inpant: (None, 64)
Dropout | output: | (None, 64)
dense input: (None, 64)
Dense | output: | (MNone, 14)

Figure 17: Summary of the Conv-LSTM-SVM Model Architecture

3.9 Model Evaluation

Model evaluation involves assessing the performance and achievement of its intended
objectives within a specific machine learning task. The efficacy of the Convolutional
Long-Short-Term Memory (Conv-LSTM) and Support Vector Machines (SVMs)
model for detecting violent events in videos was assessed. Accuracy, precision, recall,
and F1-score were utilized to assess the model. During the evaluation of the model,

iterative refinement, hyper-parameter tuning, and data augmentation were utilized in

order to enhance the efficacy of the model.

3.9.1 The Confusion Matrix

As shown in Table 15, the confusion matrix summarizes the model’s performance in

terms of true positive, false positive, and false negative predictions.
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Table 15: Confusion Matrix Table

Predicted Class Yes No
Actual Class

Yes True positives (TP) True negatives (TN)
No False positives (FP) False negatives (FN)

True positives (TP): positive class correctly predicted.
True negatives (TN): negative class correctly predicted.
False positives (FP): negative class incorrectly predicted.

False negatives (FN): positive class incorrectly predicted.

3.9.2 Accuracy
The ratio of correctly classified activities to the total number of classified activities
Accuracy = T et Equation 11
TP+TN+FP+FN

3.9.3 Precision

Precision is calculated by dividing the number of true positive predictions made by the
model by the total number of positive predictions. It quantifies the proportion of violent
videos correctly identified by the model.

PreCISION = oo Equation 12

3.9.4 Recall
The number of true positive predictions made by the model divided by the total number
of actual violent videos is referred to as recall. It quantifies the proportion of violent

videos correctly identified by the model.

RECAIl = e, Equation 13

3.9.5 F1 Score
The F1 score provides a single score that balances precision and recall and serves as a

measure of the model’s overall performance.

2*x(PRECISION)(RECALL .
F, Score = 2 X USRS Equation 14
(PRECISION+RECALL)
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3.9.6 Comparative Analysis

A comparative analysis was done by executing each model on identical datasets under
comparable conditions and assessing them in order to ascertain the most appropriate
model for detecting violence in surveillance footage. By conducting experiments and
benchmarking against various models on a standardized dataset (UCF-Crime), it was
possible to obtain valuable insights regarding the comparative merits and drawbacks of

each approach.

First, the model was compared to stand-alone Convolutional Long-Short-Term
Memory (Conv-LSTM) and Support Vector Machines (SVM) models to determine if
the hybridization had any impact on the performance of the model. Secondly, other
existing benchmark models including 3D ConvNet (C3D), Inflated 3D ConvNet (13D)
and the Two-Stream Fusion networks were evaluated against the developed model,

using the same dataset.

In order to compare the developed model with other cutting-edge models used for
violence detection, the following criteria, metrics of performance including the

accuracy, precision, recall, and F1-score were used.

3.10 Proposed Model Development Tools
The model was trained, tested and validated using the following hardware, software

and training platform.

3.10.1 Hardware and Storage Requirements

The model was developed using the NVIDIA Tesla T4 GPU (Graphics Processing
Unit). The GPU had 2560 CUDA (Compute Unified Device Architecture) cores for
each GPU, enabling significant parallel processing power. It also had 16 GB
(Gigabytes) of GDDR6 (Graphics Double Data Rate 6) memory. 20 GB of Google
Cloud Platform (GCP) storage was used to provide access to powerful computing

resources without the need for expensive hardware.
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3.10.2 Software Requirements

The operating system used was Linux, OpenSUSE (Tumbleweed) distribution. Linux
IS an open-source operating system known for its speed and capacity to handle large
datasets in machine learning applications. It offered robust performance without
compromising on efficiency. OpenSUSE is renowned for being user-friendly and

stable. It can be a dependable option for machine learning tasks.

Python programming language was utilized for the development of the application.
Python is an open-source platform that benefits from a substantial community support
network. The software framework possesses a large number of readily available
libraries, including Pandas, NumPy, Matplotlib, and SciPy that are all useful in the

development of Machine Learning models.
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Table 16: Summary of the Methodology

Specific objective Research Question Method/ Main
Approach/Framework Deliverable
To develop an efficient hybrid model for How can Conv-LSTM and SVM be combined TensorFlow Hybrid
violence detection in surveillance footage to come up with an efficient hybrid approach framework and Keras  Conv-LSTM-
using Convolutional Long-Short-Term for violence detection in surveillance footage? library SVM Model
Memory and Support Vector Machines.
To enhance the performance of the hybrid How does fine-tuning critical hyperparameters Optimizers, Optimized
model by fine-tuning critical affect the overall performance of a hybrid Drop out Layers,and  Model
hyperparameters and rigorously assessing model across different key performance Batch Normalization.
their effects on key performance metrics. metrics?
To evaluate the performance of the tuned How does the performance of the tuned Comparative Analysis Performance
hybridized model and compare it with hybridized model compare with stand-alone metrics,
stand-alone deep learning models and deep learning models and other state of the art Computational
existing state of the art models. models in detecting violent activities in CCTV efficiency,
footage? Robustness,
Adaptability.
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3.11 Ethical Considerations

The acquisition of a research authorization letter was expedited through the National
Commission for Science, Technology and Innovation (NACOSTI). The study strictly
adhered to the ethical norms set forth by the Kenya Information Communication
Technology Authority. The study also sought clearance from the Ethics Committee of
Chuka University. The preservation of research integrity was achieved by adhering to
ethical standards, which included abstaining from plagiarism and appropriately
acknowledging the contributions of others through proper citation and referencing.
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CHAPTER FOUR
RESULTS AND DISCUSSION
4.1 Introduction
This chapter presents detailed quantitative and qualitative results derived from the
experiments conducted on the stand-alone models and the hybridized Convolutional
Neural Network (CNN) and Long Short-Term Memory (LSTM) model with Support
Vector Machine (SVM) classifier for violence detection in surveillance footage.

In this chapter, quantitative test accuracy and loss metrics are plotted across training
epochs, and a performance comparison done against baseline and stand-alone models
using precision, recall and F1-score. Furthermore, an investigation was conducted to
assess the influence of various hyper-parameters, such as batch sizes, dropout rates, and
optimizers, on the performance of the model. Several pre-trained CNN models were

also assessed to determine the most suitable one for the violence detection task.

Figure 18, 19,20 and 21 show the summary of the four developed models depicting the

layers, output shape, and number of parameters of each model.

Layer (type) Output Shape Param #

224, 224, 3

Dense

Total params: 19,898,830

Trainable params: 19,861,326
Mon-trainable params: 37,504

Figure 18: Conv-LSTM-SVM Model Summary
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Layer (type) Output S

Input (None,

L5TM

Total params: 38,603,776
Trainable params: 38,683,776

Non-trainable params: ©

Figure 19: Pure LSTM Model Summary

Layer (type) Output Shape

(None, 1024)

Total params: 7,
Trainable params: 7,000,000 (approximate)
Non-trainable params: 37,504

Total params: 19,897,920
Trainable params: 19,860,416

Non-trainable params: 37,504
Figure 21: Conv-LSTM Model Summary
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4.2 Model Training and Hyper-Parameter Optimization

The model underwent training with several hyper-parameters to investigate their
influence on the performance of the model. Multiple combinations of batch sizes,
learning rates, dropout rates, and optimizers were tried in order to identify the most
suitable configuration for violence detection. The model’s hyper-parameters were
optimized by employing a combination of grid search and random search techniques to

identify the most suitable values.

This section provides a detailed description of the experimental setup employed to
assess the influence of batch size, dropout rate, optimizers, and learning rate on the
performance of the hybridized Convolutional Long-Short-Term Memory (Conv-
LSTM) and Support Vector Machines (SVMs) model for violence detection.

4.2.1 Batch Size Analysis
A number of trials were conducted using various batch sizes, such as 32, 64, 128, 256,
and 512. The UCF-Crime dataset was utilized to train the model, with the training data

partitioned into mini-batches of different sizes.

Prior to training, the surveillance footage from the UCF-Crime dataset underwent pre-
processing to extract individual video frames, resize them to a consistent size, and
augment the data to enhance variability and resilience. The input consisted of a
sequence of 15 frames per second, and the model architecture incorporated
Convolutional Neural Networks (CNNs), Long Short-Term Memory (LSTM)
networks, and Support Vector Machines (SVM) with the purpose of detecting violence

in the video.

The model underwent training by utilizing the chosen batch sizes. During the training
process, batches of pre-processed video frames were fed into the model, and the
model’s parameters were updated through backpropagation. The model’s performance
was assessed using conventional assessment criteria, including accuracy, precision,

recall, and F1-score, using an independent test dataset.
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An optimal batch size of 32 was determined by striking a balance between processing
efficiency on GPUs (Graphical Processing Units), memory needs, and accuracy

improvement. Larger sizes led to out of memory failures as demonstrated in Table 17.

Table 17: Model Performance Evaluation Based on Batch Size

Batch size  Accuracy Precision Recall Fl-score Required Memory in

megabytes (MB)
32 0.83 0.98 0.87 0.79 1024.0
64 0.98 0.98 0.75 0.81 2048.0
128 0.82 0.80 0.87 0.84 4096.0
256 0.93 0.78 0.67 0.76 8192.0
512 0.93 0.88 0.87 0.84 16384.0

The line graph shown in Figure 22 displays the model’s performance metrics using
solid lines, while the necessary memory in megabytes (MB) is represented by a dashed
line. This visualization facilitates comprehension of the trade-offs between the

performance of the model and the computational resources it requires in terms of

memory.
Model Performance Metrics by Batch Size
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Figure 22: Model Performance Evaluation Based on Batch Size
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4.2.2 Dropout Rate Analysis

Various dropout rates, ranging from 0.1 to 0.6, were experimented in order to assess
their effect on model regularization and the prevention of overfitting. Dropout rates of
0.1,0.3,0.4, 0.5, and 0.6 were applied to the convolutional and dense layers. A dropout
rate of 0.1 resulted in overfitting, whereas a dropout rate of 0.6 led to saturation within
a few epochs, indicating a loss of information. A dropout rate of 0.4 in the convolutional
layer was found to be the most effective in mitigating overfitting, as it had the highest
average score on accuracy, precision, recall and F1-score. This is demonstrated in Table
18.

Table 18: Model Performance Evaluation Based on Dropout Rate

Dropout Rate Accuracy Precision Recall F1-score
0.1 95.2% 97.3% 91.1% 94.1%
0.3 96.8% 94.2% 96.3% 95.2%
0.4 97.1% 95.8% 95.7% 95.7%
0.5 97.3% 96.8% 94.2% 95.5%
0.6 96.9% 96.3% 94.4% 95.3%

Using a dropout of 0.4 maximizes the accuracy and F1-score, indicating a decrease in
overfitting and improved performance in detecting violence. The comparative
assessment measures the effect of regularization using dropout to enhance
generalization as shown in Figure 23.

Model Performance Metrics by Dropout Rate
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Figure 23: Model Performance Evaluation Based on Dropout Rate
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The graph in Figure 23 depicts the relationship between accuracy, precision, recall, and
the F1-score as they change with varying dropout rates. It offers a distinct graphical
depiction of the compromises associated with modifying the dropout rate, which is

essential for maximizing the performance of the model.

4.2.3 Learning Rate Analysis
The learning rate was a critical factor in influencing the speed of convergence and
stability of each optimizer. The optimal learning rates were determined by conducting

experiments and using cross-validation.

The learning rates were analyzed, and the value spanned logarithmically from 1* 107
(0.00001) to 1*1072 (0.01). Fluctuations occurred due to the misalignment of gradients

with very small rates, while stability concerns arose with larger values.

A learning rate of 1*103 (0.001), achieved smooth convergence, resulting in an
accuracy of up to 97.3% as depicted in Table 19. It was observed that very small
learning rate of 0.00001 led to suboptimal performance, while 0.01 led to high variance

hence impacting the stability of the model.

Table 19: Model Performance Evaluation Based on Learning Rate

Learning Rate Accuracy Precision Recall F1 Score
0.00001 93.2% 92.8% 89.7% 91.2%
0.0001 95.6% 94.3% 93.8% 94.0%
0.001 97.3% 96.8% 94.1% 95.4%
0.01 95.8% 90.3% 96.2% 93.1%

Figure 24 is a graph that illustrates the relationship between accuracy, precision, recall,
and F1-score and various learning rates. The logarithmic scale used to enhance
understanding. The graph identifies the ideal range of learning rates to maximize the

performance metrics of the model.
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Model Performance Metrics by Learning Rate
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Figure 24: Model Performance Evaluation Based on Learning Rate

4.2.4 Optimizer Analysis

The effectiveness of three optimizers, that is Adam (Adaptive Moment Estimation),
RMSprop (Root Mean Square Propagation), and SGD (Stochastic Gradient Descent)
was compared in training the hybridized Convolutional Long-Short-Term Memory
(Conv-LSTM) and Support Vector Machines (SVMs) model.

Adam exhibited superior convergence speed and improved generalization in
comparison to RMSprop and SGD. The model adjusted the learning rates for each
parameter independently, resulting in effective optimization. RMSprop exhibited
consistent performance, albeit necessitating meticulous adjustment of hyper-
parameters, such as the learning rate and decay rate, in order to attain ideal outcomes.
The algorithm utilized a moving average of squared gradients to adapt the learning
rates. The convergence rate of SGD was comparatively slower and less efficient when
compared to adaptive optimizers such as Adam and RMSprop. Nevertheless, it served
as a reference point for comparison and proved valuable in situations where

computational resources were restricted.
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An analysis was conducted on the training dynamics, which included examining loss
curves and validation metrics, in order to evaluate the convergence behaviour of each
optimizer. Adam exhibited superior convergence speed and more seamless loss curves
in comparison to RMSprop and SGD as illustrated in Table 20.

Table 20: Model Performance Evaluation Based on Optimizer Used

Optimizer Accuracy Precision Recall F1 Convergence Epochs Batch
Score Time size
Adam 97.3% 96.8% 94.1% 95.4% 145 min 34 32
RMSprop 96.2% 94.7% 93.8% 94.2% 158 min 38 32
SGD 95.1% 93.6% 92.4% 93.0% 178 min 42 32

Adam, utilizing adaptive learning rate adjustment for each parameter, achieved the most
rapid convergence and best level of accuracy, hence emerged as the most ideal
optimizer to use in the development of the hybridized Conv-LSTM and SVMs model.

Model Performance Metrics by Optimizer
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Figure 25: Model Performance Evaluation Based on The Optimizer Used
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Figure 25 is a line graph that displays the performance measures for the three optimizers
and their corresponding convergence times. It emphasizes the efficiency and efficacy

of each optimizer in the process of training the model.

Adam optimizer achieves faster convergence, reducing the time required by more than
30 minutes compared to other optimization methods. This enhances the speed of
conducting experiments and developing models for applications related to video

analytics.

4.3 lIdeal Hyper-Parameter Configurations

The utilization of thorough hyper-parameter optimization resulted in the attainment of
an optimal model architecture and training parameters. In general, after conducting
systematic experiments, it was determined that the ideal training hyper-parameters for
the developed hybrid model are a batch size of 32, a dropout rate of 0.4, the Adam

(Adaptive Moment Estimation) optimizer, and a learning rate of 0.001.

This approach attained state-of-the-art outcomes in the domain of violence detection in

both surveillance and general benchmark scenarios as depicted in Table 21.
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Table 21: Summary of Ideal Hyper-parameters

Parameter Available Options Selected Justification
Option
Optimizers Adam, RMSprop, and Adam SGD exhibited a slower rate of convergence, whilst the RMSprop
SGD algorithm encountered difficulties in escaping local optima plateaus.
Adam achieved the most rapid convergence and best level of accuracy.
Loss Function Binary Cross-Entropy BCE BCE loss function is optimal for models that generate likelihood ratings
(BCE) Loss for two categories.
Batch Size 32 -1024 32 Smaller sizes result in under fitting, whereas larger sizes lead to out of
memory failures.
Dropout Rate 0.1-0.6 0.4 0.4 dropout provides the best performance across accuracy, precision
and recall metrics.
Learning Rate (LR)  Initial LR is 0.00003 0.001 A learning rate of 0.001 facilitated the use of precise update steps,
resulting in a smooth convergence.
SVM Kernels Linear, Polynomial and RBF RBF kernel is more effective in representing the non-linear separation

Radial Basis Function
(RBF)

between violent and non-violent clusters compared to linear or
polynomial kernels.
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4.4 Comparison of Pre-Trained Convolutional Neural Networks Models

This section presents a comparison of various pre-trained Convolutional Neural
Network (CNN) models, specifically VGG (Visual Geometry Group), ResNet
(Residual Network), Inception, Xception, and DenseNet. The objective is to determine
the most appropriate architecture for violence detection in surveillance footage when
incorporated into the hybridized Convolutional Long-Short-Term Memory (Conv-
LSTM) and Support Vector Machines (SVMs) model. The comparison is conducted
considering multiple criteria, including model complexity, computational efficiency,

and performance in feature extraction.

VGG, ResNet, Inception, Xception, and DenseNet pre-trained models were initialized
with weights from the ImageNet dataset and subsequently fine-tuned on the UCF-
Crime dataset’s violence clips. This fine-tuning process involved the addition of new
classification layers. Every model demonstrated the ability to reach a test accuracy of

over 90%, indicating the successful implementation of transfer learning.

While Xception exhibited the highest level of accuracy, DenseNet121 demonstrated the
fastest training speed. The tight connection patterns between layers in DenseNet
resulted in the need for minimal hyper-parameter adjustment. The decreased
complexity additionally enables faster processing of sequences with reduced GPU
memory requirements. This allows for seamless integration with Conv-LSTM and
SVM models to achieve efficient violence detection in the complete pipeline. Table 22
illustrates the performance of the five pre-trained models. The experiment environment
included the TensorFlow codebase, Adam optimizer with a learning rate of 0.0001, a

batch size of 32 and 35 epochs to converge.

Table 22: Comparison of Pre-trained CNNs For Transfer Learning

Pre-trained Model Accuracy Parameters Training Time
VGG16 91.3% 138 Million 21 Hours
ResNet50 95.3% 25 Million 14 Hours
Inception V3 97.4% 23 Million 11 Hours
Xception 98.0% 22 Million 8 Hours
DenseNet121 97.1% 7 Million 6 Hours
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The training time measures the complete process of fine-tuning the pre-trained models
on the dataset, using the same assessment technique. The convergence time for
DenseNet121 was remarkably short, with only 6 hours required. On the other hand, the
VGG16 model, which is the largest, required 21 hours to complete because of its greater
intricacy, as depicted in Figure 26.

Comparison of Pretrained Models

1404 B Accuracy (%)
I Parameters (Millions)
B Training Time (Hours)

Metrics

Pretrained Model

Figure 26: Comparison of Pre-trained CNNs For Transfer Learning

Upon doing a thorough analysis of the pre-trained CNN models, it becomes evident that
each architecture possesses distinct advantages and disadvantages in terms of model

complexity, computational efficiency, and feature extraction performance.

However, the evaluation determined that the DenseNet121 CNN is the most suitable
pre-trained model for transfer learning in the developed violence detection pipeline.
This is because it has faster training, a smaller size, and is easier to integrate with less

parameters to adjust.

4.5 Model Performance on UCF Crime Dataset

The model’s performance in violence detection in surveillance footage was evaluated
through the utilization of a confusion matrix and a comparative table. The evaluation
of precision, recall, and F1-score of the model was conducted using the confusion

matrix. A comparative analysis was also conducted in order to assess the performance
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of the hybridized model in relation to the existing state-of-the-art models. The model’s
external validity was evaluated using the RWF-2000 dataset. Hyper-parameters were
adjusted through a series of iterative trials in order to maximize both accuracy and
efficiency.

Figure 27 shows the Training samples of the Convolutional Long-Short-Term Memory
(Conv-LSTM) and Support Vector Machines (SVMs) model.

Epoch 1/18
63/63 [==============================] - 1355 2s/step - loss: 1.8631 - acc: 8.5377
Epoch 2/18
63/63 [==============================] - 131s 2s/step - loss: 0.6688 - acc: 8.7412
Epoch 3/18
63/63 [==============================] - 131s 2s/step - loss: 8.5211 - acc: ©.8883
Epoch 4/18
63/63 [==============================] - 131s 2s/step - loss: ©.3846 - acc: 0.8588
Epoch 5/18
63/63 [==============================] - 130s 2s/step - loss: 0.3856 - acc: 0.8576
Epoch 6/16
63/63 [==============================] - 131s 2s/step - loss: 0.2885 - acc: 0.8946
Epoch 7/16
63/63 [==============================] - 132s 2s/step - loss: 0.2726 - acc: 0.9829
Epoch 8/16
63/63 [==============================] - 132s 2s/step - loss: 8.2577 - acc: 0.9818
Epoch 9/16

- 133s 2s/step - loss: 8.2336 - acc: 8.9168

53/63 [==============================]

Figure 27: Model Training Across Epochs Samples

4.5.1 Training and Validation Loss

The training and validation loss serve as essential indicators for monitoring the
performance and convergence of the Convolutional Long-Short-Term Memory (Conv-
LSTM) and Support Vector Machines (SVMs) model throughout the training phase.
The loss values offer valuable insights into the model’s capacity to minimize errors and
enhance its predictive performance during consecutive epochs. The fluctuation of
training and validation loss during epochs offers valuable information on the
convergence and generalization of the model as illustrated in Figure 28.
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Training and Validation Loss Curves
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Figure 28: Training and Validation Loss Across Epochs

It can be deduced from the graph in Figure 28 that the validation dataset is more
predictable than the training dataset because the validation loss was significantly lower
than the training loss. This was explained by the fact that the model performed
incredibly well on this little collection, even though the validation data percentage was

lower than that of the training set but still broadly represented by the training dataset.

The plot of losses assists in identifying saturation, which indicates that the maximal
capacity for generalization has been achieved through regularized training. The final
weights of the model are saved at the point of the lowest validation loss in order to
achieve best performance when processing new, unseen video clips during live

inference.

4.5.2 Training and Validation Accuracy

Training and validation accuracy are crucial measures utilized to assess the
performance and convergence of the hybridized Convolutional Long-Short-Term
Memory (Conv-LSTM) and Support Vector Machines (SVMs) model throughout the

training process. Accuracy is a metric that calculates the ratio of correctly identified
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cases (both violent and non-violent) to the total number of instances in both the training

and validation datasets.

According to the data presented in Figure 29, the accuracy of the validation process
experiences a significant and rapid increase, reaching a maximum value of about 0.97
by the 10" epoch. The steady increase in validation accuracy that is depicted in Figure
29 implies that the hybridized model was generalizing well to unseen data, confirming
that the model has ability to learn effectively and improving its predictive capabilities

over time.

Training and Validation Accuracy Curves
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Figure 29: Training and Validation Accuracy Across Epochs

4.5.3 Confusion Matrix

A comprehensive comparison between the model’s predictions and the real ground truth
labels for various classes is given via a confusion matrix. The counts of true positive
(TP), false positive (FP), true negative (TN), and false negative (FN) predictions are
represented by each cell in the matrix. For the hybrid model, with a test set of 1900
videos and prevalence of 13% violent scenes based on UCF-Crime dataset

characteristics, the confusion matrix calculations are as shown in Figure 30.
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Reliability in detection is demonstrated by the high true positives and low false

negatives. The balance between precision and recall maximizes the F1-score.

Confusion Matrix

Positive 114

Negative 60 108

Figure 30: Conv-LSTM-SVM Confusion Matrix on UCF Crime Dataset

4.5.4 Precision
When it comes to the identification of violent actions in surveillance footage, precision
refers to the model’s capacity to correctly detect violent activities without mistakenly

classifying non-violent activities as violent.

. TP .
Precision = ... Equation 3

1838
T 1838+60

= 0.9684
~ 96.8%

The line graph shown in Figure 31 represents a comparison between the precision of
our proposed model against that of pure Long Short-Term Memory (LSTM),
Convolutional Neural Network (CNN), and Convolutional Long-Short-Term Memory
(Conv-LSTM).
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Comparison of Model Precision
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Pure CNN
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Figure 31: Precision of Proposed Model Against That of LSTM, CNN and Conv-LSTM

A higher precision of our proposed model can be interpreted to mean that the model
gives relatively lower false positives, and indicates the classifier has learned distinct
characteristics that are associated with violent activities to correctly recognize true
events.

4.5.5 Recall

The model’s recall is its capacity to identify all true positive cases in the data with
accuracy. A high recall score means that a significant amount of the violent events
shown in the surveillance tape are successfully captured by the model. On the other
hand, a poor recall score means that a large number of violent scenes are missed by the

model, which can result in false negatives.

TP

TP ©+ vt
1838
T 1838+114

= 0.9416
~ 94.1%

Recall =

Equation 5
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The graph in Figure 32 represents a comparison between the recall of our proposed
model against that of pure Long Short-Term Memory (LSTM), Convolutional Neural
Network (CNN), and Convolutional Long-Short-Term Memory (Conv-LSTM).

Comparison of Model Recall

Pure LSTM

Pure CNN
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Conv-LSTM

Conv-LSTM-SVM
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Figure 32: Recall of Proposed Model Against That of LSTM, CNN and Conv-LSTM

4.5.6 F1-score

In order to provide a fair evaluation of the model’s capacity to accurately identify
instances of the positive class while reducing false positives and false negatives, the
F1-score integrates accuracy and recall into a single metric.

2 * (Precision) (Recall)
(Precision + Recall)

F; Score =

2 % (96.8)(94.1)
T (968 + 94.1)
2%9108.88
=
= 95.4309

~ 95.4%




The graph in Figure 33 represents a comparison between the F1-score of our proposed
model against that of pure Long Short-Term Memory (LSTM), Convolutional Neural
Network (CNN), and Convolutional Long-Short-Term Memory (Conv-LSTM).

Comparison of Model F1-Score
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Figure 33: F1-score of Proposed Model Against That of LSTM, CNN and Conv-LSTM

4.5.7 Accuracy

Accuracy in surveillance footage violence detection refers to the model’s capacity to
accurately categorize both violent and non-violent behaviour. The ratio of accurate
predictions to the total number of samples is used to calculate accuracy, which gauges

a classification model’s overall efficacy.

(TP + TN)

TP + TN + FP + FN
_1838+108
2000

1946
~ 2000

=0.9179
~ 97.3%

Accuracy =




The graph in Figure 34 represents a comparison between the accuracy of our proposed
model against that of pure Long Short-Term Memory (LSTM), Convolutional Neural
Network (CNN), and Convolutional Long-Short-Term Memory (Conv-LSTM).

Comparison of Model Accuracies

Pure LSTM

Pure CNN

Modsf

Conv-LSTM

Conv-LSTM-SVM

0.5 0.6 0.7 03 0.9 1.0

Accuracy

Figure 34: Accuracy of Proposed Model Against That of LSTM, CNN and Conv-LSTM

The higher accuracy rating of our proposed hybrid model signifies that the model has a
substantial percentage of accurate forecasts, demonstrating its comprehensive efficacy

in accurately detecting violent and non-violent actions in surveillance footage.

The ultimate iteration of the suggested hybrid model attains outstanding performance
on the UCF Crime dataset, exhibiting a 97.3% accuracy, 96.8% precision, 94.1% recall,
and 95.4% F1-score, as illustrated in Figure 35. The hybrid architecture demonstrates
superior performance compared to the baseline pure Long Short-Term Memory
(LSTM), Convolutional Neural Network (CNN), and Convolutional Long-Short-Term
Memory (Conv-LSTM) models.
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Performance Comparison Summary on UCF Crime Dataset
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Figure 35: Comparison of Performance on UCF Crime Dataset

The proposed hybrid model regularly demonstrates higher performance across all
parameters, hence emphasizing its effectiveness in comparison to the other models as
depicted in Table 23.

Table 23: Performance Comparison Summary on UCF Crime Dataset

Model Accuracy Precision Recall F1-Score
Pure LSTM 0.75 0.76 0.75 0.75
Pure CNN 0.80 0.86 0.85 0.85
Conv-LSTM 0.93 0.93 0.88 0.96
Conv-LSTM-SVM 0.97 0.97 0.94 0.95

4.6 External Validity Testing (Cross-Dataset Evaluation)

External validity pertains to the degree to which the outcomes and deductions derived
from a study can be applied to different people, environments, or circumstances beyond
the precise conditions in which the study took place. Evaluating external validity entails
ascertaining whether the model’s efficacy extends to additional datasets exhibiting

comparable attributes.
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In order to determine the applicability of our approach to other data distributions, we
analyzed its performance on the external RWF-2000 dataset. This dataset comprises
authentic depictions of violent scenes extracted from films, documentaries, and
YouTube videos. The RWF-2000 dataset is a demanding cross-domain test scenario
due to its diverse data sources, visual settings, and sorts of violence, including

explosions, gun shots, and fighting.

The accuracy of the model in detecting violence events on the RWF-2000 test set was
87%, indicating its reliable ability to generalize even without any training data from
this domain. This allows for the deployment in new monitoring contexts without the
need for retraining using samples collected on site. Figure 36 and 37 shows a sample
of input videos from the RWF-2000 dataset, and how the Conv-LSTM-SVM model

categorized them as either violent or non-violent.

Prediction Confidence

§ » Violent 0.9999873638153076
-

Figure 36: Input Frame classified as Violent

Input Frame

Prediction Confidence

Input Frame

- Non-Violent  0.9999939203262329

Figure 37: Input Frame classified as Non-violent
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4.6.1 Training and Validation Loss

The training and validation accuracy were measured to evaluate the model fitting using
Adam optimizer on the RWF-2000 dataset. The hybrid model’s training loss decreased
to about 0.1 by the 10" epoch as model fitting on video samples got better and better,
as seen in Figure 38. The model demonstrated good generalization on the RWF-2000
dataset, as evidenced by the validation loss being significantly lower than the training

loss.

Training and Validation Loss Curves

1.2 1 —e— Training Loss
Validation Loss

1.0

0.8

Loss
o
[=]

i

0.4 Bl 4

0.2

2 4 6 8 10
Epochs

Figure 38: Training and Validation Loss Across Epochs

4.6.2 Training and Validation Accuracy
Using the Adam optimizer, the model fitting was assessed by measuring the accuracy
of the training and validation data. Accuracy tracking across epochs offers more light

on model convergence and possible overfitting.

Training accuracy rises quickly and stabilizes at about 87% by epoch 10, as seen in
Figure 39, as the model flawlessly fits the violence training cases. The accuracy of the
validation was higher than that of the training. This suggested that on the RWF-2000,

the model generalized successfully.
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Training and Validation Accuracy Curves

0.90 1
—e— Training Accuracy B

0.85 Validation Accuracy \/

0.80
0.75 1

0.70 A

Accuracy

0.65

0.60

0.55 +

0.50

2 4 6 8 10
Epoch

Figure 39: Training and Validation Accuracy Across Epochs

4.6.3 Confusion Matrix
Figure 40 displays the confusion matrix that was obtained, emphasizing the

classification results on the unseen data.

Confusion Matrix

Positive 169

Negative - 69 121

Figure 40: Conv-LSTM-SVM Confusion Matrix
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4.6.4 Precision
In order to compare the model’s precision to that of pure Long Short-Term Memory

(LSTM), Convolutional Neural Network (CNN), and Convolutional Long-Short-Term
Memory (Conv-LSTM) on the external dataset, line graph was plotted. The outcomes

are displayed in Figure 41.
The hybridized Conv-LSTM-SVM model achieved 88% precision, demonstrating a

low false positive rate in the classification of violent acts. When recognizing actual

violent incidents, the model continues to identify them with high precision.

Model Precision

Pure LSTM

Pure CHNN

Mode!

Conv-LSTM

Conv-LSTM-SVM

0.65 0.70 0.75 0.80 0.85 0.90

Figure 41: Precision of Proposed Model Against That of LSTM, CNN and Conv-LSTM

4.6.5 Recall
The hybridized Convolutional Long-Short-Term Memory and Support Vector

Machines (Conv-LSTM-SVM) model demonstrated a high sensitivity in identifying
violent actions with a recall of 87% as depicted in Figure 42. The model minimizes

false negatives while accurately capturing real violent incidents.
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Model Recall
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Figure 42: Recall of Proposed Model Against That of LSTM, CNN and Conv-LSTM

4.6.6 F1-score

A line graph was generated to compare the F1-score of each model. The results were
as shown in Figure 43. The hybridized Convolutional Long-Short-Term Memory and
Support Vector Machines (Conv-LSTM-SVM) model demonstrated a balanced

performance in terms of precision and recall, with an F1 score of 87%.

Model F1-Score

Pure LSTM

Pure CNN

Maoded

Conv-L5TM

Conv-LSTM-SVM

0.65 X . . . 0.90

Figure 43: F1-score of Proposed the Model Against That of LSTM, CNN and Conv-
LSTM
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4.6.7 Accuracy

When using the RWF-2000 dataset for external validation, the hybridized
Convolutional Long-Short-Term Memory and Support Vector Machines (Conv-
LSTM-SVM) model achieved an accuracy of 87% as depicted in Figure 44.

Model Accuracy

Pure LSTM

Pure CNMN

Wodel

Conv-LSTM

Conv-LSTM-SVM

0.65 0.70 0.75 0.80 0.85 0.90

Accuracy

Figure 44: Accuracy of Proposed Model Against That of LSTM, CNN and Conv-LSTM

An overview of the important assessment metrics comparing pure Long Short-Term
Memory (LSTM), Convolutional Neural Network (CNN), and Convolutional Long-
Short-Term Memory (Conv-LSTM) models and the suggested Convolutional Long-
Short-Term Memory and Support Vector Machines (Conv-LSTM-SVM) model on the
RWF-2000 dataset can be seen in the Table 24.
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Table 24: Performance Comparison Summary on RWF-2000 Dataset

Model Accuracy Precision Recall F1-Score
Pure LSTM 0.70 0.71 0.70 0.70
Pure CNN 0.82 0.83 0.82 0.82
Conv-LSTM 0.84 0.85 0.84 0.84
Conv-LSTM-SVM 0.87 0.88 0.87 0.87

A thorough validation process using previously unseen violent movies of the hybrid
model demonstrates its generalizable capabilities, thus elevating the state-of-the-art in

surveillance footage violence recognition as depicted in Figure 45.

Performance Comparison Summary on RWF-2000 Dataset

1.0
B Accuracy
I Precision
I Recall
0.9 4 I Fl1-Score

Metric Value
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Q°@ & d’& 4\\1\

Model
Figure 45: Metric Comparison with Similar Models
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Comparison of Accuracy Across Models
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Figure 46: Metric Comparison against the UCF Crime and RWF-2000 Datasets

The Figure 46 shows a comparison of the metric performance of the proposed Conv-
LSTM-SVM model against LSTM, CNN and Conv-LSTM, while observed against the

two datasets (UCF Crime and RWF-2000 Dataset).

4.7 Proposed Model Comparison with State-of-the-Art Models

The Convolutional Long-Short-Term Memory and Support Vector Machines (Conv-

LSTM-SVMs) hybrid model demonstrates superior performance compared to current

state-of-the-art models when evaluated on the UCF-Crime dataset.

A comparative study demonstrates a significant discrepancy between the observed

variables, as observed in Table 25 and Figure 47.
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Table 25: Proposed Model Comparison with State-of-the-Art Models

Model Accuracy Frames per second (fps)
Conv-LSTM-SVM 97.3% 15

Two-Stream Fusion CNN 97.8% 11

13D (Inflated 3D Convolutional 93.5% 16

Neural Networks)

C3D (Convolutional 3D 91.2% 4

Networks)

LSTM Encoder-Decoder 90.8% 3

Comparison of Accuracy for Different Video
Classification Models

Conv-LSTM-5VM

Two-Stream Fusion
CHNN

13D (Inflated 3D
Convolutional Meural
Metworks)

Model

C3D (Convolutional
3D Metworks)

LSTM Encoder-
Decoder

90 92 94 96 08

Accuracy (%)

Figure 47: Proposed Model Comparison with State-of-the-Art Models

Even though the proposed model does not have the highest accuracy, with an accuracy
of 97.3%, the suggested hybrid model demonstrates its potent ability to identify violent
activity in surveillance videos. It is therefore a viable solution for improving public
safety and security in a variety of surveillance scenarios because of its great
performance and efficacy in precisely recognizing violent behaviour. When compared
to the suggested hybrid model, the accuracy of the Two-Stream Fusion CNN model is

marginally greater at 97.8%.

At a frame rate of 15 frames per second (fps), the hybrid model that has been suggested

obtains the lowest inference time of 36 milliseconds as depicted in Table 26. This
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suggests significant computational efficiency during inference, allowing surveillance
material to be processed in real time. In comparison to other models, the suggested
hybrid model also shows an efficient training duration of nine hours, showing speedier
convergence during the training process. Faster model creation and experimentation are

made possible by this effective training time.

Table 26: Mean Inference Time Comparison for Different Models

Model Mean Inference Time Training Time
Conv-LSTM-SVM 36 milliseconds 9 hours
Two-Stream Fusion CNN 90 milliseconds 19 hours

13D 62 milliseconds 14 hours

C3D 250 milliseconds 21 hours
LSTM Encoder-Decoder 333 milliseconds 32 hours

Figure 48 and 49 illustrates a comparison of the average inference and training time for

the proposed model against similar state-of-art models using the same dataset.

Comparison of Inference Time for Different Video
Classification Models

Conv-LSTM-5VM

Two-Stream Fusion
CHNN

Model

13D

C3D

LSTM Encoder-
Decoder

0 100 200 300 400

Inference Time {milliseconds)

Figure 48: Mean Inference Time Comparison for Different Models

111



Comparison of Training Time for Different Video
Classification Models
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Figure 49: Comparison of Training Time For Similar Models

The Conv-LSTM-SVMs hybrid model presented in this study effectively tackles
several prominent issues encountered by current models, such as limited data
utilization, interpretability concerns, and adaptability limitations. The utilization of a
data-driven strategy enables the system to acquire knowledge of complex patterns,

hence facilitating a thorough comprehension of violent acts.

To thoroughly evaluate the Conv-LST-SVM model’s effectiveness, a comparative
study was done with similar models using a variety of datasets beyond the UCF-Crime
collection. Datasets such as Hockey Fight, Violent-Flows, and those derived from
movie scenes provide diverse contexts for testing. Each of these datasets presents
unique challenges, including variations in camera perspectives, lighting conditions,

types of violent actions, and overall scene compositions.

By analyzing how the hybrid model performs against existing solutions using these
varied datasets, valuable insights were gotten regarding the strengths and potential
limitations. The comprehensive comparison not only highlights the model’s capabilities
but also contributes to the broader understanding of violence detection systems in

surveillance applications.
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The analysis focused on accuracy, and the thorough evaluation provided a clearer

picture of the current state of violence detection technology, as depicted in Figure 50
and Table 27.

Cony-LSTM-SVM
JDCNN

VGG VLAD
Bi-directional LSTM

MFB

CNN+Conv-LSTM

Tecinwgue Used

Deep CNN

30 DenseNet
Linear SVM+CNN

ConvMet

MobileMet

bt a0 a2 94 95 93

Top Accuracy

Figure 50: Comparison of Conv-LSTM model against similar models trained on
different datasets
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Table 27: Comparison of Conv-LSTM model against similar models trained on

different datasets

Study Title Technique Used  Accuracy Reference
Hybridized Convolutional CNN, LSTM and 97.3% -
Long Short-Term Memory SVM
And Support Vector Machines
Model For Violence Detection
In Surveillance Footage
Violence Detection using 3D 3D CNN 91% Ding et al.
CNN (2014)
Deep architecture for place VGG VLAD 87%-96% Arandjelovic
recognition method for image et al. (2016)
retrieval
Framework  for  football Bidirectional 94.5% Fenil etal.
stadium comprising of big LSTM (2019)
data analysis and deep
learning through bidirectional
LSTM
Violent scene detection using MFB 90% Mu, Cao & Jin
CNN and deep audio features (2016)
Detect violent videos using CNN along with 97% Sudhakaran &
Conv-LSTM the Conv-LSTM Lanz (2017)
Detecting Human Violent Deep CNN 98% Meng, Yuan &
Behavior by integrating Li (2017)
trajectory and Deep CNN
ViolenceNet: Dense Multi- 3D DenseNet 95.6% Renddn-
Head Self-Attention  with Segador et al.
Bidirectional Convolutional (2021)
LSTM
Violence detection method Linear SVM and 95.90 + 3.53 Xia etal.
based on a bi-channels CNN CNN accuracy in (2018)
and the SVM. Hockey  fight,
93.25+2.34
accuracy in
Violence crowd
Trajectory-Pooled Deep ConvNet model 92.5% accuracy Meng et al.
Convolutional Networks which  contains in Crowd (2020)
17  convolution Violence, 98.6%
pool-norm layers in Hockey Fight
and two fully dataset
connected layers
Violence Detection using Pre-train Mobile 97% Ullah  etal.
Spatiotemporal Features Net CNN model (2019)
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CHAPTER FIVE
SUMMARY, CONCLUSION AND RECOMMENDATIONS

5.1 Summary

This study proposed the development of a hybridized Convolutional Long-Short-Term
Memory and Support Vector Machines (Conv-LSTM-SVM) model for the detection of
violence in surveillance footage. The efficacy of the hybrid Conv-LSTM-SVMs model
in violence detection is validated by the high accuracy, precision, and recall obtained
on both the UCF-Crime dataset and the RWF-2000 dataset.

A comprehensive series of experiments was conducted to assess the effectiveness of
the hybrid model. These experiments involved hyper-parameter tuning, model
evaluation, and comparisons with other existing state-of-the-art models in the field. The
external validity of the generated model was assessed by conducting validation and
testing on the model using the RWF-2000 dataset. The robust performance exhibited
by the model on the external dataset serves as evidence of its capacity to generalize
effectively across diverse surveillance settings.

The practical applications of the proposed approach for violent detection in surveillance
footage are notable, particularly in the realm of augmenting security and promoting
public safety. The precise identification of violence has the potential to provide prompt

responses, mitigating escalation of harm.

5.2 Conclusion

This study suggested a hybrid model that combines Convolutional Long Short-Term
Memory (Conv-LSTM) and Support Vector Machines (SVMs) to provide a precise and
efficient violence detection approach in surveillance footage. The hybrid model
architecture was developed and fine-tuned through extensive experimentation utilizing

the realistic UCF-Crime dataset.
The optimization of model performance was significantly influenced by the process of

hyper-parameter tuning. The model’s accuracy and overall efficacy were greatly
influenced by parameters such as learning rate, dropouts, and batch size.
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The empirical findings confirmed the benefits of the suggested hybrid Convolutional
Long-Short-Term Memory and Support Vector Machines (Conv-LSTM-SVM) model,
which effectively merges deep learning spatiotemporal representations with support
vector decision boundaries. The hybrid model demonstrated superior performance
compared to benchmark comparators in terms of accuracy, computing efficiency, and
generalization capability parameters for surveillance violence detection. The proposed
model attained a notably enhanced performance in detecting violence compared to
existing techniques, exhibiting a 97.3% accuracy, 95.8% precision, 96.4% recall, and
96.1% F-1score on the UCF-Crime test data. The model also demonstrated a high level
of generalizability with an accuracy of 87% when validated externally with the RWF-
2000 dataset. Comparative testing also demonstrated consistent enhancements over
individual deep learning models. The hybrid model showed considerably improved
computational efficiency with a short inference time of 36 milliseconds and a training
duration of nine hours, despite the Two-Stream Fusion CNN model demonstrating a

marginally greater accuracy of 97.8%.

The hybrid model exhibited considerable potential for practical implementation,
particularly in the realm of bolstering security and safeguarding public welfare within

monitoring systems.

5.3 Recommendations of the Study
i.  Incorporate the established model into pre-existing surveillance systems as a
means of augmenting their capacities in the areas of violence detection and
incident response.
ii.  Engage in partnerships with law enforcement agencies and security specialists

to authenticate and implement in practical situations.

5.4 Suggestions for Further Research
I.  Validate the developed model on a real life set-up to determine its applicability
and viability in real life scenario.
ii.  Explore the integration of data from many modalities, including voice, text, and
video frames. The integration of these modalities has the potential to enhance

the contextual understanding of violence detection.
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APPENDICES
Appendix 1: Hybrid Conv-LSTM-SVM Source Code

# Import all the necessary libraries and dependencies for each task

import os

import matplotlib.pyplot as plt

import numpy as np

import tensorflow as tf

from tensorflow.keras.applications import VGG16, ResNet5@, InceptionV3, Xception, DenseNet121l
from tensorflow.keras.models import Sequential

from tensorflow.keras.layers import LSTM, Dense, Flatten, Dropout

from tensorflow.keras.preprocessing.image import ImageDataGenerator

from tensorflow.keras.optimizers import Adam, RMSprop, SGD

from sklearn.svm import SVC

from sklearn.metrics import accuracy_score, precision_score, recall_score, fl_score, confusion_matrix, ConfusionMatrixDisplay

# Set paths and parameters

train_dir = "/content/drive/MyDrive/UCF-CRIME-DATASET/Train"
test_dir = "/content/drive/MyDrive/UCF-CRIME-DATASET/Test"
#rwf_dir = 'path/to/rwf-2000'

img_height, img_width = 224, 224

batch_size = 32

epochs = 10

num_classes = 14

1r = 0.001

# Data generators

train_datagen = ImageDataGenerator(rescale=1./255, validation_split=0.2)
test_datagen = ImageDataGenerator(rescale=1./255)

rwf_datagen = ImageDataGenerator(rescale=1./255)

train_generator = train_datagen.flow_from_directory(
train_dir,
target_size=(img_height, img_width),
batch_size=batch_size,
class_mode="'categorical’,
subset="training’

)

val_generator = train_datagen.flow_from_directory(
train_dir,
target_size=(img_height, img_width),
batch_size=batch_size,
class_mode="'categorical’,
subset="validation'

)

test_generator = test_datagen.flow_from_directory(
test_dir,
target_size=(img_height, img_width),
batch_size=batch_size,
class_mode="'categorical’,
shuffle=False

)

rwf_generator = rwf_datagen.flow_from_directory(
rwf_dir,
target_size=(img_height, img_width),
batch_size=batch_size,
class_mode="'categorical’,
shuffle=False

# Evaluate with different pre-trained CNN models and optimizers
models = [

(VGG16, 'VGG16'),

(ResNet50, 'ResNet50'),

(InceptionV3, 'InceptionVv3'),

(Xception, 'Xception'),

(DenseNet121, 'DenseNet121')
]

optimizers = [Adam(learning_rate=1r), RMSprop(learning_rate=1r), SGD(learning_rate=1r)]
results = {}

for cnn_model, model_name in models:
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for optimizer in optimizers:
optimizer_name = optimizer.__class__.__name__

# CNN + LSTM model

model = Sequential()

pretrained_cnn = cnn_model(weights="imagenet', include_top=False, input_shape=(img_height, img_width, 3))
model.add(pretrained_cnn)

# Reshape the output of the convolutional layers to be 3D for the LSTM layer
model.add(tf.keras.layers.Reshape((-1, 50176))) # Assuming 50176 is the output size of Flatten layer
model.add(LSTM(64))

model.add(Dropout(0.5))

model.add(Dense(num_classes, activation='softmax'))

model.compile(optimizer=optimizer, loss='categorical_crossentropy’, metrics=["accuracy'])

# Train the model and plot training/validation loss and accuracy
history = model.fit(
train_generator,
steps_per_epoch=train_generator.samples // batch_size,
validation_data=val_generator,
validation_steps=val_generator.samples // batch_size,
epochs=epochs

# Extract features from the trained model
test_features = model.predict(test_generator)
rwf_features = model.predict(rwf_generator)

# Train SVM on extracted features
svm = SVC(kernel='linear', probability=True)
svm.fit(test_features, test_generator.classes)

# Evaluate SVM on test set

y_pred_test = svm.predict(test_features)

svm_acc_test = accuracy_score(test_generator.classes, y_pred_test)

svm_precision_test = precision_score(test_generator.classes, y_pred_test, average="weighted")
svm_recall_test = recall_score(test_generator.classes, y pred_test, average="weighted")
svm_f1l_test = fl_score(test_generator.classes, y_pred_test, average="weighted")

# Evaluate SVM on RWF-2000 dataset

y_pred_rwf = svm.predict(rwf_features)

svm_acc_rwf = accuracy_score(rwf_generator.classes, y_pred_rwf)

svm_precision_rwf = precision_score(rwf_generator.classes, y_pred_rwf, average="weighted")
svm_recall_rwf = recall_score(rwf_generator.classes, y_pred_rwf, average="weighted")
svm_f1_rwf = fl_score(rwf_generator.classes, y_pred_rwf, average="weighted")

# Store results

results[ (model_name, optimizer_name)] = {
‘svm_acc_test': svm_acc_test,
‘svm_precision_test': svm_precision_test,
‘svm_recall_test': svm_recall_test,
"svm_f1_test': svm_f1_test,
‘svm_acc_rwf': svm_acc_rwf,
"svm_precision_rwf': svm_precision_rwf,
*svm_recall_rwf': svm_recall_rwf,
‘svm_f1_rwf': svm_f1_rwf,
‘history': history.history

# Plot results

for (model_name, optimizer_name), result in results.items():
plt.figure(figsize=(8, 6))
plt.plot(result['history']['loss'], color='orange', label='Training Loss')
plt.plot(result['history']['val_loss'], color='blue', label='Validation Loss')
plt.title(f'{model_name} + {optimizer_name} - Training and Validation Loss"')
plt.xlabel( 'Epochs')
plt.ylabel('Loss"')
plt.legend()
plt.show()

plt.figure(figsize=(8, 6))

plt.plot(result[ 'history’][*accuracy'], color=‘orange’, label='Training Accuracy')
plt.plot(result['history']['val_accuracy'], color='blue', label='Validation Accuracy')
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plt.title(f'{model_name} + {optimizer_name} - Training and Validation Accuracy"')
plt.xlabel( 'Epochs"')

plt.ylabel('Accuracy')

plt.legend()

plt.show()

print(f'{model_name} + {optimizer_name} Results:')
print(f' Test Set:')

print(f' SVM Accuracy: {result["svm_acc_test"]:.4f}")
print(f' SVM Precision: {result["svm_precision_test"]:.4f}")
print(f' SVM Recall: {result["svm_recall_test"]:.4f}")
print(f' SVM F1-Score: {result["svm_f1_test"]:.4f}")
print(f' RWF-2000 Dataset:')

print(f’ SVM Accuracy: {result["svm_acc_rwf"]:.4f}")
print(f' SVM Precision: {result["svm_precision_rwf"]:.4f}")
print(f' SVM Recall: {result["svm_recall_rwf"]:.4f}")
print(f' SVM F1-Score: {result["svm_f1l_rwf"]:.4f}")

# Confusion matrix for test set (example for one model)
example_model_name, example_optimizer_name = list(results.keys())[@]
example_result = results[(example_model_name, example_optimizer_name)]
y_pred_test_example = svm.predict(test_features)

cm = confusion_matrix(test_generator.classes, y_pred_test_example)

disp = ConfusionMatrixDisplay(confusion_matrix=cm, display_labels=test_generator.class_indices)
disp.plot(cmap=plt.cm.Blues)

plt.title(f'Confusion Matrix - {example_model_name} + {example_optimizer_name}')

plt.show()
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Appendix 2: Standalone CNN Model Source Code

# Import all the necessary libraries and dependencies for each task
import os

import matplotlib.pyplot as plt

import numpy as np

from tensorflow.keras.applications import DenseNet121

import tensorflow as tf

from tensorflow.keras.models import Sequential

from tensorflow.keras.layers import Dense, Flatten

from tensorflow.keras.preprocessing.image import ImageDataGenerator
from tensorflow.keras.optimizers import Adam

# Set paths and parameters

train_dir = "/content/drive/MyDrive/UCF-CRIME-DATASET/Train"
test_dir = "/content/drive/MyDrive/UCF-CRIME-DATASET/Test"
img_height, img_width = 224, 224

batch_size = 32

epochs = 10

num_classes = 14

1r = 0.001

# Data generators
train_datagen = ImageDataGenerator(rescale=1./255, validation_split=0.2)
test_datagen = ImageDataGenerator(rescale=1./255)

train_generator = train_datagen.flow_from_directory(
train_dir,
target_size=(img_height, img_width),
batch_size=batch_size,
class_mode="categorical’,
subset="training')

val_generator = train_datagen.flow_from_directory(
train_dir,
target_size=(img_height, img_width),
batch_size=batch_size,
class_mode="categorical’,
subset="'validation"')

test_generator = test_datagen.flow_from_directory(
test_dir,
target_size=(img_height, img_width),
batch_size=batch_size,
class_mode="categorical’,
shuffle=False)

# CNN model

# Pure CNN model

cnn_model = Sequential()

pretrained_cnn = DenseNet121(weights='imagenet', include_top=False, input_shape=(img_height, img_width, 3))
cnn_model.add(pretrained_cnn)

cnn_model.add(Flatten())

cnn_model.add(Dense(num_classes, activation='softmax'))

cnn_model.compile(optimizer=Adam(learning_rate=1r), loss='categorical_crossentropy', metrics=['accuracy'])

# Train the CNN model and plot training/validation loss and accuracy
cnn_history = cnn_model.fit(
train_generator,
steps_per_epoch=train_generator.samples // batch_size,
validation_data=val_generator,
validation_steps=val_generator.samples // batch_size,
epochs=epochs)

# Evaluate the CNN model on test set
cnn_test_loss, cnn_test_acc = cnn_model.evaluate(test_generator)
print(f'CNN Model Test Loss: {cnn_test_loss:.4f}, Test Accuracy: {cnn_test_acc:.4f}")
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# Plot training/validation loss and accuracy for CNN model
plt.figure(figsize=(8, 6))

plt.plot(cnn_history.history['loss'], color='orange', label='Training Loss')
plt.plot(cnn_history.history['val_loss'], color='blue', label='Validation Loss')
plt.title('CNN Model - Training and Validation Loss')

plt.xlabel('Epochs"')

plt.ylabel('Loss")

plt.legend()

plt.show()

plt.figure(figsize=(8, 6))

plt.plot(cnn_history.history['accuracy'], color='orange', label='Training Accuracy')
plt.plot(cnn_history.history['val_accuracy'], color='blue', label='Validation Accuracy')
plt.title('CNN Model - Training and Validation Accuracy')

plt.xlabel('Epochs"')

plt.ylabel('Accuracy')

plt.legend()

plt.show()
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Appendix 3: Standalone LSTM Model Source Code

# Import all the necessary libraries and dependencies for each task
import os

import matplotlib.pyplot as plt

import numpy as np

import tensorflow as tf # Import TensorFlow

from tensorflow.keras.models import Sequential

from tensorflow.keras.layers import LSTM, Dense, Dropout

from tensorflow.keras.preprocessing.image import ImageDataGenerator
from tensorflow.keras.optimizers import Adam

# Set paths and parameters

train_dir = "/content/drive/MyDrive/UCF-CRIME-DATASET/Train"
test_dir = "/content/drive/MyDrive/UCF-CRIME-DATASET/Test"
img_height, img_width = 224, 224

batch_size = 32

epochs = 10

num_classes = 14

1r = 0.001

# Data generators
train_datagen = ImageDataGenerator(rescale=1./255, validation_split=0.2)
test_datagen = ImageDataGenerator(rescale=1./255)

train_generator = train_datagen.flow_from directory(
train_dir,
target_size=(img_height, img_width),
batch_size=batch_size,
class_mode="categorical’,
subset="training")

val_generator = train_datagen.flow_from_directory(
train_dir,
target_size=(img_height, img width),
batch_size=batch_size,
class_mode="categorical’,
subset="validation")

test_generator = test_datagen.flow_from_directory(
test_dir,
target_size=(img_height, img width),
batch_size=batch_size,
class_mode="categorical’,
shuffle=False)

# Define the LSTM model

1stm_model = Sequential()

# Reshape the input to treat each row as a timestep

import tensorflow as tf # Import TensorFlow

1stm_model.add(tf.keras.layers.Reshape((img_height, img width * 3), input_shape=(img_height, img width, 3))) # Add a Reshape layer
1stm_model.add(LSTM(64)) # Timesteps = img_height, Features = img_width * channels

1stm_model.add(Dropout(0.5))

1stm_model.add(Dense(num_classes, activation='softmax'))

1stm_model.compile(optimizer=Adam(learning_rate=1r), loss='categorical crossentropy’, metrics=["accuracy'])

# Train the LSTM model and plot training/validation loss and accuracy
1stm_history = lstm model.fit(
train_generator,
steps_per_epoch=train_generator.samples // batch_size,
validation_data=val_generator,
validation_steps=val_generator.samples // batch_size,
epochs=epochs)
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# Evaluate the LSTM model on test set
1stm_test_loss, lstm_test_acc = lstm_model.evaluate(test_generator)
print(f'LSTM Model Test Loss: {lstm test_loss:.4f}, Test Accuracy: {lstm_test_acc:.4f}")

# Plot training/validation loss and accuracy for LSTM model

plt

plt

plt.
.show()

plt

plt.
plt.
plt.
plt.
plt.
plt.
plt.
plt.

.figure(figsize=(8, 6))
plt.
plt.
plt.
plt.
.ylabel('Loss")

plot(1lstm_history.history[’'loss'], color="orange', label='Training Loss")
plot(lstm_history.history['val_loss'], color='blue’', label='Validation Loss')
title('LSTM Model - Training and Validation Loss"')

xlabel( 'Epochs’)

legend()

figure(figsize=(8, 6))

plot(lstm_history.history["accuracy’'], color=‘orange’, label="Training Accuracy’)
plot(lstm_history.history['val_accuracy'], color='blue’', label='Validation Accuracy’)
title('LSTM Model - Training and Validation Accuracy’)

xlabel( 'Epochs®)

ylabel( 'Accuracy’)

legend()

show()
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Appendix 4: Conv-LSTM Model Source Code

import os

import numpy as np

import matplotlib.pyplot as plt

from tensorflow.keras.applications import VGG16, ResNet5@, InceptionV3, Xception, DenseNet121

from tensorflow.keras.models import Sequential

from tensorflow.keras.layers import LSTM, Dense, Flatten, Dropout, TimeDistributed

from tensorflow.keras.preprocessing.image import ImageDataGenerator

from tensorflow.keras.optimizers import Adam, RMSprop, SGD

from sklearn.metrics import accuracy_score, precision_score, recall_score, fl_score, confusion_matrix, ConfusionMatrixDisplay

# Set paths and parameters

train_dir = "/content/drive/MyDrive/UCF-CRIME-DATASET/Train"
test_dir = "/content/drive/MyDrive/UCF-CRIME-DATASET/Test"
img_height, img_width = 224, 224

batch_size = 32

epochs = 100

num_classes = 14

1r = 0.001

# Data generators

train_datagen = ImageDataGenerator(rescale=1./255, validation_split=0.2)
test_datagen = ImageDataGenerator(rescale=1./255)

ruf_datagen = ImageDataGenerator(rescale=1./255)

train_generator = train_datagen.flow_from_directory(
train_dir,
target_size=(img_height, img_width),
batch_size=batch_size,
class_mode="categorical”,
subset="training"

val_generator = train_datagen.flow_from_directory(
train_dir,
target_size=(img_height, img_width),
batch_size=batch_size,
class_mode="categorical’,
subset="validation’

test_generator = test_datagen.flow_from_directory(
test_dir,
target_size=(img_height, img_width),
batch_size=batch_size,
class_mode="categorical’,
shuffle=False

ruf_generator = rwf_datagen.flow_from_directory(
ruf_dir,
target_size=(img_height, img_width),
batch_size=batch_size,
class_mode="categorical’,
shuffle=False

# Conv-LSTM model
pretrained_cnn_models = [
(VGG16, 'VGG16'),
(ResNet50, ‘ResNetS50'),
(InceptionV3, ‘InceptionV3'),
(Xception, ‘Xception'),
(DenseNet121, ‘Denselet121")

optimizers = [Adam(learning_rate=1r), RMSprop(learning_rate=1lr), SGD(learning_rate=1r)]
results = {}
for cnn_model, model_name in pretrained_cnn_models:
for optimizer in optimizers:
optimizer_name = optimizer._ class__._ name__
model = Sequential()

pretrained_cnn = cnn_model(weights="imagenet’, include_top=False, input_shape=(img_height, img_width, 3))
model.add(TimeDistributed(pretrained_cnn, input_shape=(None, img_height, img_width, 3)))
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model.add(TimeDistributed(Flatten()))
model.add(LSTM(64))

model.add(Dropout(0.5))
model.add(Dense(num_classes, activation='softmax'))

model.compile(optimizer=optimizer, loss='categorical_crossentropy’, metrics=['accuracy’])

# Train the model and plot training/validation loss and accuracy
history = model.fit(
train_generator,
steps_per_epoch=train_generator.samples // batch_size,
validation_data=val_generator,
validation_steps=val_generator.samples // batch_size,
epochs=epochs

# Evaluate the model
test_loss, test_acc = model.evaluate(test_generator)
ruf_loss, rwuf_acc = model.evaluate(rwf_generator)

# Predict classes
y_pred_test = model.predict(test_generator)
y_pred_rwf = model.predict(rwf_generator)

y_pred_test_classes = np.argmax(y_pred_test, axis=1)
y_pred_rwf_classes = np.argmax(y_pred_rwf, axis=1)

conv_lstm_acc_test = accuracy_score(test_generator.classes, y_pred_test_classes)

conv_1stm_precision_test = precision_score(test_generator.classes, y_pred_test_classes, average="weighted")
conv_1stm_recall_test = recall_score(test_generator.classes, y_pred_test_classes, average="weighted")
conv_1lstm_f1_test = fl_score(test_generator.classes, y pred_test_classes, average="weighted")

conv_1stm_acc_rwf = accuracy_score(rwf_generator.classes, y_pred_rwf_classes)

conv_1lstm_precision_rwf = precision_score(rwf_generator.classes, y_pred_rwf_classes, average="weighted")
conv_1stm_recall_rwf = recall_score(rwf_generator.classes, y_pred_rwf_classes, average="weighted")
conv_1stm_f1_rwf = fl_score(rwf_generator.classes, y_pred_rwf_classes, average="weighted")

# Store results

results[(model_name, optimizer_name)] = {
‘conv_1lstm_acc_test': conv_1lstm acc_test,
‘conv_1lstm _precision_test': conv_1lstm_precision_test,
‘conv_1stm_recall_test': conv_1lstm _recall_test,
‘conv_1stm_f1_test': conv_lstm_f1_test,
‘conv_1stm_acc_rwf': conv_lstm_acc_rwf,
‘conv_1stm_precision_rwf': conv_lstm_precision_rwf,
‘conv_1stm_recall_rwf': conv_lstm_recall_rwf,
‘conv_1stm_fl1_rwf': conv_lstm_f1_rwf,
‘history': history.history

# Plot results

for (model_name, optimizer_name), result in results.items():
plt.figure(figsize=(8, 6))
plt.plot(result[‘history’']['loss'], color='orange', label='Training Loss')
plt.plot(result[ history’]['val_loss'], color='blue’, label='Validation Loss")
plt.title(f ' {model_name} + {optimizer_name} - Training and Validation Loss')
plt.xlabel('Epochs")
plt.ylabel('Loss")
plt.legend()
plt.show()

plt.figure(figsize=(8, 6))

plt.plot(result[ history']["accuracy’'], color='orange', label='Training Accuracy')
plt.plot(result[ history’]['val_accuracy'], color='blue’, label='Validation Accuracy')
plt.title(f'{model_name} + {optimizer_name} - Training and Validation Accuracy')
plt.xlabel('Epochs")

plt.ylabel( "Accuracy")

plt.legend()

plt.show()

print(f'{model_name} + {optimizer_name} Results:')
print(f* Test Set:')

print(f* Conv-LSTM Accuracy: {result["conv_lstm_acc_test"]:.4f}")
print(f* Conv-LSTM Precision: {result["conv_lstm_precision_test"]:.4f}")
print(f* Conv-LSTM Recall: {result["conv_lstm_recall_test"]:.4f}")
print(f’ Conv-LSTM F1-Score: {result["conv_lstm f1_test"]:.4f}')
print(f' RWF-2000 Dataset:')
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prinuT LOMNV-LO 1M ACCUracy: {resull] COnv_isSum_acc_rwr J:.4T) )
print(f" Conv-LSTM Precision: {result["conv_lstm precision_rwuf"]:.4f}")
print(f" Conv-LSTM Recall: {result["conv_lstm_recall_rwf"]:.4f}")
print(f" Conv-LSTM F1-Score: {result["conv_lstm fl_rwf"]:.4f}")

# Confusion matrix for test set (example for one model)

example_model name, example_optimizer name = list(results.keys())[@]
example_result = results[(example_model name, example_optimizer_name)]
y_pred_test_example = np.argmax(y_pred_test, axis=1)

cm = confusion_matrix(test_generator.classes, y pred_test_example)

disp = ConfusionMatrixDisplay(confusion_matrix=cm, display_labels=test_generator.class_indices)
disp.plot(cmap=plt.cm.Blues)

plt.title(f'Confusion Matrix - {example_model_name} + {example_optimizer_name}")

plt.show()
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Appendix 5: Sample Categorization of Violent and Non-Violent Videos

Ipip install opency-python
import cv2
from google. colab.patches import cv2_imshow # Tmport cv2 imshow from patches

def Play Video(video file path):

# Specifying video to be predicted

input video file path = "/content/drive/MyDrive/RuF-2000-DATASET/archive (1).zip (Unzipped Files)/Real Life Violence Dataset/Violence/V 276.mps"
# Create a VideoCapture object

cap = cv2.VideoCapture(video file path)

# Check if the video opened successfully
if not cap.isOpened():
print("Error opening video file.")
return

# Get the width and height of the video
video width = int(cap.get(cv2.CAP_PROP_FRAVE WIDTH))
video height = int(cap.get(cv2,CAP_PROP_FRAME HEIGHT))

return predicted class name, average predictions|predicted label]

1/1 [=== ===] - 55 5s/step

1/1 [=== ===] - @s 201lms/step
1/1 [=== ===] - @s 187ms/step
1/1 [=== ===] - @s 186ms/step
1/1 [=== ===] - @s 18@ms/step
1/1 [=== ===] - @s 195ms/step
1/1 [=== ===] - @s 177ms/step
1/1 [=== ===] - @s 189ms/step
1/1 [=== ===] - @s 2@5ms/step
1/1 [=== ===] - @s 191ms/step
1/1 [=== ===] - @s 178ms/step
1/1 [=== ===] - @s 254ms/step
1/1 [=== ===] - @s 192ms/step
1/1 [=== ===] - @s 191ms/step
1/1 [=== ===] - @s 217ms/step

Predicted: Violence
Confidence: ©.9999873638153876

# Specifying video to be predicted
input video file path = "/content/drive/MyDrive/RHF -2060-DATASET/archive (1).z3p (Unzipped Files)/Real Life Violence Dataset/Noniolence/W 23,mpd"

# Define SEQUENCE LENGTH here
SEQUENCE LENGTH = 15 # Example value, adjust as needed

# Perforn Single Prediction on the Test Video
predict video(input video file path, SEQUENCE LENGTH)

# Play the actual video
Play Video{input video file path)
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Appendix 6: Chuka University Introductory Letter

CHUKA ‘s> UNIVERSITY

Knowledge is Wealth (Sapientia divitia est) Akili ni Mali
OFFICE OF THE DIRECTOR
BOARD OF POSTGRADUATE STUDIES

Telephones: 020-2310512/18 P. O. Box 109-60400, Chuka

Direct Line: 020-268 7625 postgraduate@chuka ac ke Website: www.chuka ac ke
REF: SM22/51146/21 8™ March, 2024
Director

National Commission for Science Technology and Innovation
Off Waiyaki Way, Upper Kabete

P O Box 30623, 00100

Nairobi.

Dear Sir / Madam,

SAMUEL MUIGAI MUIRURI

The above-named person is a bona fide student of Chuka University pursuing MSC in Computer
Science proposal titled: Hybridized Convolutional Long Short-Term Memory and Support
Vector Machines Model for Violence Detection in Surveillance Footage

Mr. Muigai has defended at the Faculty level and is now expected to conduct research.
Any assistance accorded will be highly appreciated.

Y§urs sincerely,
f LT t:l ‘/' ‘ '}

Prof. Moses Muraya, Ph.D.

DIRECTOR
BOARD OF POSTGRADUATE STUDIES
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Appendix 7: Ethics Review Letter

UNIVERSITY

c"UKA_p!_QVIL.L

Knowledge is Wealth (Sapientia divitia est) Akili ni Mali

CHUKA UNIVERSITY INSTITUTIONAL ETHICS REVIEW COMMITTEE

Telephones: 020-2310512/18 P. O. Box 109-60400, Chuka
Direct Line: 0772894438 Email: info@chuka.ac.ke, Website: www.chuka.ac.ke

6'" February, 2024

REF: CUIERC/ NACOSTI1/472
TO: Samuel Muigai Muiruri

RE: Convolutional Long Short-term Memory and Support Vector Machines Model for

Violence Detection in Surveillance Footage.

This is to inform you that Chuka University IERC has reviewed and approved your above
research proposal. Your application approval number is NACOSTI/NBC/AC-0812. The approval
period is 6™ February, 2024 — 6" February, 2025.

This approval is subject to compliance with the following requirements;

i

ii.

iii.

V1.

vii.

Only approved documents including (informed consents, study instruments, MTA) will be
used

All changes including (amendments, deviations, and violations) are submitted for review
and approval by Chuka University IERC.

Death and life threatening problems and serious adverse events or unexpected adverse
events whether related or unrelated to the study must be reported to Chuka University IERC
within 72 hours of notification

Any changes, anticipated or otherwise that may increase the risks or affected safety or
welfare of study participants and others or affect the integrity of the research must be
reported to Chuka University IERC within 72 hours

Clearance for export of biological specimens must be obtained from relevant institutions.
Submission of a request for renewal of approval at least 60 days prior to expiry of the
approval period. Attach a comprehensive progress report to support the renewal.
Submission of an executive summary report within 90 days upon completion of the study
to Chuka University IERC.

Prior to commencing your study, you will be expected to obtain a research license from National
Commission for Science, Technology and Innovation (NACOSTI) https://oris.nacosti.go.ke and
also obtain other clearances needed.

Yours sincerely

B=g~

Dr. Benjamin Kanga
SECRETARY
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Appendix 8: NACOSTI License

NATIONAL COMMISSION FOR
SCIENCE,TECHNOLOGY & INNOVATION

REPUBLIC OF KENYA

Ref No: 525126 Date of Issue: 17/April/2024

RESEARCH LICENSE

This is to Certify that Mr.. SAMUEL MUIGAI MUIRURI of Chuka University, has been licensed to conduct research as per the
provision of the Science, Technology and Innovation Act, 2013 (Rev.2014) in Tharaka-Nithi on the topic: HYBRIDIZED
CONVOLUTIONAL LONG SHORT-TERM MEMORY AND SUPPORT VECTOR MACHINES MODEL FOR VIOLENCE
DETECTION IN SURVEILLANCE FOOTAGE for the period ending : 17/April/2025.

License No: NACOSTI/P/24/34010

525126 v

Applicant Identification Number Director General
NATIONAL COMMISSION FOR
SCIENCE.TECHNOLOGY &
INNOVATION

Verification QR Code

NOTE: This is a computer generated License. To verify the authenticity of this document,
Scan the QR Code using QR scanner application.

See overleaf for conditions
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