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INSTRUCTIONS:
INSTRUCTIONS:
· Answer Question ONE and any other TWO Questions 
· Do not write anything on the question paper 

SECTION A
ANSWER ALL THE QUESTIONS IN THIS SECTION
QUESTIONS ONE (30 MARKS)
a) Define the following terms 								(6 marks)
(i) Entity
(ii) Attributes
(iii) Relation
b) Differentiate between database security and data integrity.				 (4 marks)
c) Discuss any two consequences of security breaches to organizational database systems (4 marks)
d) Write a SQL statement to create user called “peter” with password “wP@$s”.    	(2 marks)
e) What is the importance of using indexes in a database? 				(2 marks)
f) Differentiate between hierarchical and network database models.  			 (4 marks)
g) State Four advantages of fragmenting tables in a database system.   			(4 marks)   
h)   Database system administrators (DBA) are responsible for the overall management of a
database. Discuss the roles of a DBA.  							(4 marks)                                                                    
SECTION B
ANSWER ANY TWO QUESTIONS FROM THIS SECTION
QUESTIONS TWO (20 MARKS)
a) What is data backup? 								(2 marks)

b) Briefly describe any two types of data backup.					 (4marks)

c) Identify an organization of your choice and identify at least 4 entities and their attributes then indicate the relationship as well as cardinality if any among the entities. 			(8 marks)
d) Discuss any three limitations of file-based approach.      				(6 marks)


QUESTIONS THREE (20 MARKS)
a) The consistency and reliability aspects of transactions are due to the “acidity”
properties of transactions. Discuss each of these properties.        				(8marks)

b) Using examples describe the following data manipulation language statements 
(i) SELECT 										(3 marks) 
(ii) UPDATE 										(3 marks) 
(iii) DELETE 										(3 marks) 
(iv) INSERT INTO 									(3 marks)

QUESTIONS FOUR (20 MARKS)
a) The table below shows details of students in secondary school. Write MySQL statements to create the students table below.                                                                        			 (7 marks)
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Write a query expression that will perform the following 
(i) List all students with first name starting with letter M 					(3 marks) 
(ii) List all students in class 3B 								(2 marks) 
(iii) List all students who scored between 50 and 60 marks in Maths 			(3 marks)
(iv) Change the First name of John to Mathew 						(3 marks)
(v) Display all the records from the student table 					(2 marks)

QUESTIONS FIVE (20 MARKS)
a) Consider the following database security vulnerabilities 
(i) Unsecured remote access 
(ii) File privileges to all users 
(iii) Unrestricted access to data directories 
(iv) Unrestricted access to log files 
Required: Briefly explain the security vulnerability listed above 				(4 Marks) 
b) Discuss the impact of an exploit that takes advantage of each of the vulnerabilities listed above.											 (8 Marks) 
c) Describe ways in which the above vulnerabilities can be addressed.			 (8 Marks)
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