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INSTRUCTIONS:

= Answer question One and any other Two.
= Question One carries 30 marks while all others are 20 Marks each.

= All Must be in essay form

Q.1.(a) Examine the ethical practices expected of computer users. [15 Marks]

(b) Explain what you understand by ethical hacking and highlight its importance.
[15 Marks]

Q.2. Explain why it is challenging to investigate and prosecute many cyber-crimes.
[20 Marks]

Q.3. Discuss the legal basis for the right to privacy and freedom of expression in one’s own
country vis-aviz state security privacy intrusion by use of detection technologies. [20 Marks]

Q.4. Highlight the objectives of the Computer Misuse And Cybercrimes Act No.5 of 2018 of
Kenya. [20 Marks]
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Q.5. Online services have given rise to new risks and new potential for harm, especially for
vulnerable populations such as children and the elderly. Outline the nature of these challenges

and suggest how they can be surmounted. [20 Marks]
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