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INSTRUCTIONS:
e Answer Question ONE and any other TWO
e Question ONE carries 30 Marks and the other 20 Marks

SECTION A
(a) Define the term cyber crime. [2 Marks]
(b) Identify the different roles a computer serves that brings about the nature of computer crimes.
[9 Marks]
(c) Describe the impacts created by cyber criminals on;
(i) Victims [3 Marks]
(i) Society [3 Marks]
(ili)Economy [3 Marks]
(d) Explain any EIVE telecommunication crimes committed by cyber criminals. [10 Marks]
SECTION B
2. (a) Explain the response of the government to cyber crimes. [14 Marks]

(b) In your own view, are the policies established by the government effective in responding to

cyber crime? [6 Marks]

3. (a) Define the term internet fraud. [2 Marks]
(b) Describe the various examples of fraudulent crimes. [12 Marks]
(c) Most fraudulent crimes go unreported. Explain the reasons for this. [6 Marks]
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4. Write short notes on the following

(@) Trojan horses [4 Marks]
(b) Logic bombs [4 Marks]
(c) Trap doors [4 Marks]
(d) Phone phreaking [4 Marks]
(e) Hate crime [4 Marks]

5. In the recent times, Kenya is experiencing money loss through false internet and phone
messages, and the exercise continues each day. Whom do you think should be blamed for
this? Police or victims? Explain. [20 Marks]
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