CRSS 410

CHUKA UNIVERSITY

UNIVERSITY EXAMINATIONS

EXAMINATION FOR THE AWARD OF DEGREE OF BACHELOR OF ARTS IN
CRIMINOLOGY AND SECURITY STUDIES

CRSS 410: CYBER LAW AND ETHICAL PRACTICES

STREAMS: TIME:2 HOURS
DAY/DATE: WEDNESDAY 19/04/2023 8.30 A.M. -10.30 A.M.
INSTRUCTIONS

Answer Question ONE and any other TWO Questions
Question one carries 30 marks and the others 20 marks each.
Do NOT write anything on the question paper

QUESTION ONE (30 MARKS)

a) You were walking in town and your phone was accidently stolen from you. The criminals
used your phone to commit multiple cybercrimes. Explain the different crimes likely to have
been committed with your mobile phone. (10 marks)

b) Examine the reasons for the need to regulate the cyberspace of a given Country. (10 marks)

c) Cybercrime like any other crime is driven by different factors. Using relevant examples,

examine them. (10 marks)

QUESTION TWO (20 MARKYS)

a) The concept of cybercrime is very different from the traditional crime. Elaborate the
relevance of this statement. (10 marks)

b) Cybercrime cannot be easily and completely eliminated, but can be minimized. Examine the

measures ethically taken to minimize cybercrimes in the cyberspace. (10 marks)

QUESTION THREE (20 MARKS)
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a) Research has indicated that there are various reasons why it is extremely difficult for
conventional law to ethically cope with cyberspace. Discuss (6 marks)
b) With the help of relevant examples, examine the phases of the computer crime investigative

methods (14 marks)

QUESTION FOUR (20 MARKS)
a) There are different types of identity theft in academic researches. Describe them. (10 marks)
b) Evaluate the key goals of the country in the protection of civilian population against any

inter-terrorist attacks. (10 marks)

QUESTION FIVE (20 MARKYS)
a) In Kenyan Criminal Sanctions on Data Piracy, there are certain specific offences under the
Data Piracy Act. Explain those offences (10 marks)

b) Explain the social impact of counterfeit goods to organizations (10 marks)
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