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INSTRUCTIONS:

 Answer question ONE and any other TWO.
 Question ONE carries 30 marks and the rest 20 marks each.
 Do not write anything on the Question Paper.

SECTION A (30 marks)

QUESTION ONE

a. Examine the general aims of computer security.                                                  (10 marks)
b. Analyze any five computer security threats.                                                         (10

marks)
c. Explain any five strategies used to curb cybercrime in Kenya.                            (10

marks)

SECTION B (40 marks)

QUESTION TWO

a. Explain any five motives of cybercrime.                                                              (10 marks)
b. Highlight  any five  users  of  internet  who are  likely  to  be  victims  of  cybercrime.  (10

marks)

QUESTION THREE

a. Using relevant examples, explain the motive of criminals engaging in cybercrime.
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                                                                                                                              (12 marks)
b. Distinguish in detail between cybercrime and cyber security.                             (8 marks)

QUESTION FOUR              

a. Assume  that  you  are  a  cybercrime  investigative  officer.  Explain  any  seven  types  of
cybercrimes you are likely to come across in your investigative work.              (14 marks)

b. Outline any six effects of cybercrimes on organizations and society at large.    (6 marks)

QUESTION FIVE

a. Explain any five causes of cybercrime in Kenya.                                                (10 marks)

b. Explain how computer technology aid in criminal investigation.                        (10 marks)
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